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AUDIT COMMITTEE 

 

MINUTES of a meeting of the Audit Committee held at County Hall, Lewes on 19 November 
2021. 

 

 

PRESENT Councillor Colin Swansborough (Chair) Councillors 
Nuala Geary, Stephen Holt, Matthew Milligan and 
Georgia Taylor 

  

LEAD MEMBERS Councillors Nick Bennett and Bob Bowdler  

  

ALSO PRESENT Phil Hall, Chief Operating Officer  

Ian Gutsell, Chief Finance Officer  

Russell Banks, Chief Internal Auditor  

Nigel Chilcott, Audit Manager  

Mark Winton, Audit Manager – IT  

Nigel Brown, Assistant Director – Property  

Martin Jenks, Senior Scrutiny Advisor 

 

 

 

20. MINUTES OF THE PREVIOUS MEETING HELD ON 17 SEPTEMBER 2021 

 

20.1 RESOLVED to agree the minutes as a correct record. 

 

21. APOLOGIES FOR ABSENCE 

 

21.1 Apologies for absence were received from Councillors Matthew Beaver and Gerard Fox.  

 

21.2 It was noted that Councillor Paul Redstone was present as a substitute for Councillor 
Beaver.  

 

22. DISCLOSURES OF INTERESTS 
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22.1 There were none. 

 

23. URGENT ITEMS 

 

23.1 There were none. 

 

24. REPORTS 

 

24.1 Reports referred to in the minutes below are contained in the minute book. 

 

25. TREASURY MANAGEMENT STEWARDSHIP REPORT 2020/21 

 

25.1 The Committee considered a report by the Chief Finance Officer, which presented the 
Strategy which supports the management of risk and the security of the Council’s funds, while 
ensuring liquidity to meet the authority’s obligations and providing a yield.  The Chief Finance 
Officer highlighted: the above benchmark rates of return on investments; the paying back of 
debts at higher rates to interest, to reduce the overall burden and average rate of interest; and 
the £30 million invested with Standard Chartered to address ESG concerns.  

 

25.2 The Committee discussed:  

25.2.1 The investment with Standard Chartered (SC) – the Council has invested in a 
Fixed Term Deposit earmarked against their Sustainable Investment portfolio.  The 
Council’s only exposure is to Standard Chartered and not to the organisations in which 
SC are investing. The Council will be assessing future opportunities to invest in green 
bond funds, and other funds that are investing in sustainable products. It was confirmed 
that this agenda is being pushed with our advisors, Link Asset Services. Members of the 
Committee encouraged officers to explore working with other authorities to stimulate the 
market for investment opportunities.   

 

25.3 The Committee RESOLVED to note the report.  

 

26. INTERNAL AUDIT PROGRESS REPORT - QUARTER 2 2021/22 (01.07.21 - 30.09.21) 

 

26.1 The Committee considered a report by the Chief Internal Auditor.  

 

26.2 The Committee discussed:  

26.2.1 Audits conducted during the pandemic, and keeping the Committee appraised of 
ongoing work – the Chief Internal Auditor assured the Committee that the Team 
delivered all the key work that allowed him to deliver his annual opinion. The Team has 
now adjusted to delivering all its audit work remotely, including with schools which has 
been successful.  The Chief Internal Auditor also remarked on the work undertaken to 
produce the final reports which are presented to the Committee in the form of field work 
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and report drafting. The Chief Internal Auditor confirmed his intention to conduct a 
session in the New Year with committee members to discuss items for the forthcoming 
Audit Plan.   

26.2.2 Mandate Fraud, and whether following the correct process would have prevented 
the fraud, and whether there were other mandate frauds where payment had been made 
to the wrong account – controls are in place to identify and stop any future mandate 
frauds, and clear instructions issued to remind officers to follow the agreed processes.  

26.2.3 Emergency procurement, and similarities with issues at a national level – the 
Chief Internal Auditor drew attention to the Council’s Anti Fraud and Corruption Strategy 
and the comprehensive Code of Conduct which covers clearly issues of relationships 
with contractors.  He also highlighted the requirements of the Declarations of Interests 
processes for officers and members, and the Council’s participation in the National 
Fraud Initiative. The Audit Manager confirmed that the emphasis of the review was on 
compliance with statutory requirements, rather than concerns over corruption.  

26.2.4 The Risk Management Framework, and the emphasis given to climate change 
such as adaptation/mitigation and to the natural environment – the Chief Operating 
Officer set out the purpose of the Framework and the Register which includes the 
climate risk which will have an impact on the Council’s strategic objectives. The Chief 
Internal Auditor confirmed the purpose of the Team’s review, in looking at the process by 
which the authority identifies and manages risk rather than the Team investigating each 
risk within the Register. The Audit Plan is a risk-based plan, so the issue will be engaged 
with in future planning.  

26.2.5 Amendments to the Audit Plan – the recent additions will form part of future 
reports to the Committee.  The Chief Internal Auditor set out the scope of the Team’s 
capabilities and the targeting of resources.  Investigations sometimes indicate a wider 
review would be an effective response to a potential risk, so they are added to the Plan.   

26.2.6 Deprivation of capital, and differing outcomes – there is no single approach that 
suits all cases.  The Team’s role is to provide the evidence for the Service to take a 
decision on how to proceed, given the Service’s specialist and expert knowledge.  

26.3 The Committee RESOLVED to note the report.  

 

27. PROPERTY ASSET DISPOSAL AND PROPERTY UPDATE 

 

27.1 The Committee considered a report by the Chief Operating Officer, together with exempt 
information contained in a later agenda item.   

 

27.2 The Assistant Director Property set out the three main strands of work, and the change 
in approach to disposals of assets for a capital receipt, adopting a programme management 
approach to the sequencing of disposals. He also set out the department’s consideration of 
surplus properties, and whether they could be used for income generation or community use.  
Rental income has increased, which allows the Council to increase its asset base.  

 

27.3 The Assistant Director also highlighted the Property Services’ response to the pandemic 
in addressing changing patterns of working.  The Assistant Director also set out the outcomes of 
the senior leadership review, and the establishment of the following roles: Head of Operational 
Management and Workplace; Head of Asset Management and Performance; and Head of 
Disposals and Estates.   
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27.4 The Assistant Director drew attention to the recent reviews by the National Audit Office 
and Public Works Loan Board into local authority borrowing to fund commercial investments.  
He confirmed there are no immediate proposals to acquire commercial assets.   

 

27.5 The Committee discussed:  

27.5.1 Valuations on properties to be disposed of, and the timeliness of such disposals 
given market uncertainty – The Assistant Director set out that the majority of disposals 
are for residential developments, which is still a buoyant market.  Any disposal by 
auction is subject to a high reserve price, to ensure a reasonable return.  The market for 
small industrial units and yards is also holding up.  

27.5.2 Working with district and borough councils, and the provision of infrastructure – 
The Assistant Director highlighted the SPACES programme, which focusses on sharing 
asset knowledge and utilisation with other public sector bodies (authorities, blue light, 
health and educational).   

27.5.3 Use of capital receipts – The Assistant Director and Chief Finance Officer set out 
the contributions of disposals to the overall Capital Programme and Medium Term 
Financial Plan.  

 

27.6 The Committee RESOLVED to note the report.  

 

28. WORK PROGRAMME 

 

28.1 The Committee considered the Work Programme of forthcoming meetings.  

 

28.2 The Committee RESOLVED to note the Programme.  

 

29. EXCLUSION OF PUBLIC AND PRESS 

 

29.1 It was RESOLVED to exclude the public and press for the remaining agenda items on 
the grounds that if the public and press were present there would be disclosure to them of 
exempt information as specified in paragraph 3 of Part 1 of the Local Government Act 1972 (as 
amended), namely information relating to the financial or business affairs of any particular 
person (including the authority holding that information).  

 

30. PROPERTY ASSET DISPOSAL AND PROPERTY UPDATE - EXEMPT INFORMATION 

 

30.1 The Committee considered a report by the Chief Operating Officer which provided 
exempt information in support of an earlier agenda item.  

 

30.2 The Committee RESOLVED to note the information.  
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The meeting ended at 11.05 am. 

 

 

Councillor Colin Swansborough (Chair) 
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Report to: Audit Committee 

Date of meeting: 29 March 2022 

By: Chief Finance Officer 

Title: External Audit Plan 2021/22 

Purpose: To inform the Committee of the content of the Council’s 
External Audit Plan for 2021/22 

RECOMMENDATION:  

The Committee is recommended to consider and comment on the External Audit Plan for 
2021/22 

 

1.  Background 

1.1 The External Audit Plan provides an overview of the planned scope and timing of the 
statutory audit of the Council’s accounts and identifies any significant risks. Grant Thornton 
(GT), as the Council’s external auditors, must form and express an opinion on the financial 
statements for the Council. The plan also outlines the work that GT will undertake as part of 
the assessment of whether the Council has proper arrangements in place to secure Value for 
Money (VfM). 

2.  2021/22 Financial Statements 

2.1 The draft External Audit Plan for 2021/22 (Appendix 1) identifies a number of risks that 
require audit consideration as they could potentially cause a material error in the financial 
statements. These are: 

 ISA240: Fraudulent revenue recognition (this presumed risk has been rebutted); 

 Fraudulent expenditure recognition (this presumed risk has been rebutted); 

 Management override of controls (journals, estimates and transactions); 

 Valuation of land and buildings (including investment properties); 

 Valuation of Pension Fund net liability; 

 Accuracy and accounting for Public Finance Initiative (PFI) liabilities 

 Accounting for grant revenue and expenditure correctly 
 

2.2 As part of the initial scoping work for the 2022/23 audit, GT requested information that would   
inform their assessment of risk. This is attached at Appendix 2 for the awareness of the 
Committee.  

2.3  The Code of Audit Practice provides for the separate reporting of the audit of VfM, with key 
 criteria covering financial sustainability, governance and efficiency & effectiveness. No 
 significant VfM weaknesses have been identified during GT’s initial planning work.   

2.4 One of the measures announced to improve the timeliness of external audits is to extend the 
deadline for the publication of audited local government accounts for 2021/22 from 30 
September 2022 to 30 November 2022. It is proposed then to move back to 30 September 
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for 6 years from 2022/23 onwards. This announcement is on the back of the Public Sector 
Audit Appointments (PSAA) stating that only 9% of all audits met the 30 September 2021 
deadline for the 2020/21 accounts. For East Sussex, the accounts were signed off on 19 
October 2021.  
 

2.5 For East Sussex, we are working with GT to ensure that the audit is completed as close to 
the original 30 September 2022 deadline. The MBOS (accounting system replacement) 
project will require a significant amount of officer involvement as its moves into data 
migration, User Acceptance Testing and parallel running phases. It would be unwelcomed if 
the audit was to take valuable resources away from the project.   

 
2.6 The planned audit fees for 2021/22 are yet to be confirmed by the Public Sector Audit 

Appointments (PSAA) but are likely to show an increase on the provisional actual fees for 
2020/21 of £119,350. 

3.  Conclusion and Recommendation 

3.1  The External Audit Plan is presented to the Committee for discussion and comment. The 
 Plan will be reported to Cabinet for approval on 19 April 2022.  

IAN GUTSELL 
Chief Finance Officer 

 
Contact Officer:   Ian Gutsell, Chief Finance Officer 
Tel. No:    01273 481399 
Email:    ian.gutsell@eastsussex.gov.uk 

 
  Local Member(s): All 
  Background Documents 
  None 
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As for all county councils the financial outlook is challenging and uncertain in the medium term. The Council has recently 

worked through its 2022/23 Reconciling Policy, Performance and Resources (RPPR) process in order to set the Annual 

Budget and Medium Term Financial Plan. Although the government financial settlement has been reasonably positive for 

the Council and the Council has continued to receive additional Covid-19 grant funding, setting a balanced budget 

remained challenging, and looking forwards there are anticipated budget gaps which could require additional savings to 

be made and impact the level of services the Council can offer. 

The delayed reforms to Adult Social Care nationally will also mean managing demand in this area within the level of 

funding available will continue to present an ongoing risk to financial sustainability. The Council continues to lobby 

Central Government pressing for clarity on Adult Social Care reform and how this will impact Council financial 

sustainability. Increasing pressures in Children’s Services also present an ongoing challenge to achieving the budget 

with £3m pressures forecast for the 2021/22 year end. This pressure is being carefully monitored by management.

The Council has pledged to reach net zero emissions by 2050 as part of declaring a climate emergency in 2019. In June 

2020 a Climate Emergency Action Plan was established. The apparent impact of climate change in more extreme (and 

costly) weather events and increasing concern generally, is driving an increased demand for Authorities and businesses 

to accelerate net zero plans and to flesh these plans out with what investment and changes to operations may be 

required to make such targets a reality. This is also increasingly becoming an area of concern for Audit Committees in 

terms of how they oversee this risk.  

The Council is continuing to implement the large scale Modernising Back Office Systems (MBOS) project. Continuing to 

keep this project on track will be key to the efficiency of systems/services going forwards.

•

•

•

•

•

•

The Council continues to work with partners through the ‘East Sussex Reset’; and evolving plan to support the economic 

recovery in the County. The pandemic will continue to drive increased demands for services in the short term, and some 

of the long term impacts on children and particularly mental health will only become clear in time and then the impact on 

required services will need to be worked through with partners in the health system. The ‘Living with Covid’ is occurring 

quickly in real time, and the economic impact on the Council will be closely tied in with how quickly the County economy 

is able to recover and return to growth. The County Capital Programme is currently set out to provide only minimum basic 

need provision, and essential budgets for school places and highways infrastructure, and the Council will need to 

balance this strategy looking forward with what investment the County may need to support economic recovery. 
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IT system Audit area Planned level IT audit assessment

SAP Financial reporting, General Ledger, 

Accounts Payable, Accounts Receivable, 

Payroll

• Streamlined ITGC design assessment
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.

•

•

•

Ethical Standard (revised 

2019)
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Certification 

of Teachers 

Pension 

Return 
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Function Benefits for you

Data extraction Providing us with your financial 

information is made easier

File sharing An easy-to-use, ISO 27001 certified, 

purpose-built file sharing tool

Project 

management

Effective management and oversight of 

requests and responsibilities

Data analytics Enhanced assurance from access to 

complete data populations
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Informing the audit risk assessment 
for East Sussex County Council 
2021/22

Andy Conlan
Senior Manager

E Andy.N.Conlan@uk.gt.com
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The contents of this report relate only to the matters which have come to our attention, which 

we believe need to be reported to you as part of our audit process.  It is not a comprehensive 

record of all the relevant matters, which may be subject to change, and in particular we cannot 

be held responsible to you for reporting all of the risks which may affect your business or any 

weaknesses in your internal controls.  This report has been prepared solely for your benefit and 

should not be quoted in whole or in part without our prior written consent. We do not accept any 

responsibility for any loss occasioned to any third party acting, or refraining from acting on the 

basis of the content of this report, as this report was not prepared for, nor intended for, any 

other purpose.
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Purpose

The purpose of this report is to contribute towards the effective two-way communication between East Sussex County Council's external auditors 

and the Council’s Audit Committee, as 'those charged with governance'. The report covers some important areas of the auditor risk assessment 

where we are required to make inquiries of the Audit Committee under auditing standards.   

Background

Under International Standards on Auditing (UK), (ISA(UK)) auditors have specific responsibilities to communicate with the Audit Committee. ISA(UK) 

emphasise the importance of two-way communication between the auditor and the Audit Committee and also specify matters that should be 

communicated.

This two-way communication assists both the auditor and the Audit Committee in understanding matters relating to the audit and developing a 

constructive working relationship. It also enables the auditor to obtain information relevant to the audit from the Audit Committee and supports the 

Audit Committee in fulfilling its responsibilities in relation to the financial reporting process. 

Communication

As part of our risk assessment procedures we are required to obtain an understanding of management processes and the Council’s oversight of the 

following areas:

• General Enquiries of Management

• Fraud,

• Laws and Regulations,

• Related Parties, 

• Going Concern, and

• Accounting Estimates.

4
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Purpose

This report includes a series of questions on each of these areas and the response we have received from East Sussex County Council’s 

management. The Audit Committee should consider whether these responses are consistent with its understanding and whether there are any 

further comments it wishes to make. 

5
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General Enquiries of Management

Question Management response

1. What do you regard as the key events or issues that 

will have a significant impact on the financial statements 

for 2021/22?  

COVID-19 continued for a further year  - ensure the accounts are clear as to financial impact.

No specific other issues

2. Have you considered the appropriateness of the 

accounting policies adopted by East Sussex County 

Council?

Have there been any events or transactions that may 

cause you to change or adopt new accounting policies? 

If so, what are they?

Yes – these are assessed by the Financial Accounting team each year.

The accounts will be prepared on the basis of existing accounting policies, other than those that need 

changing due to any changes in financial reporting regulations.

3. Is there any use of financial instruments, including 

derivatives? If so, please explain
Financial instruments would include treasury investments such as term deposits, notice accounts, money 

market funds and local authority deposits. The Council also has an investment in the CCLA Local Authority 

Property Fund, long term loans and current debtors. On the  borrowing side, the Council has debt with the 

PWLB and two market loans. The Council has no derivatives.

4. Are you aware of any significant transaction outside 

the normal course of business? If so, what are they?
Not aware of anything
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General Enquiries of Management

Question Management response

5. Are you aware of any changes in circumstances that 

would lead to impairment of non-current assets? If so, 

what are they?

Not aware of anything

6. Are you aware of any guarantee contracts? If so, 

please provide further details
There are two non-material amounts included in the Balance Sheet for Sea Change Ltd and Saltmarsh 

Farmhouse Ltd.

7. Are you aware of the existence of loss contingencies 

and/or un-asserted claims that may affect the financial 

statements? If so, please provide further details

Not aware of any

8. Other than in house solicitors, can you provide details 

of those solicitors utilised by East Sussex County 

Council during the year. Please indicate where they are 

working on open litigation or contingencies from prior 

years?

Most of these solicitors have been instructed/directed 

by departments rather than via Legal Services. 

Campbell Law Sols is via Legal Services and is 

ongoing. Irwin Mitchell is Legal Services and this has 

now concluded. Sharpe Pritchard where it relates to 

GCS was Legal Services and has concluded. Invicta is 

Legal Services – this relates to lots of small separate 

pieces of work, some of which may have concluded 

and some of which may not have.
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General Enquiries of Management

Question Management response

9. Have any of the East Sussex County Council’s 

service providers reported any items of fraud, non-

compliance with laws and regulations or uncorrected 

misstatements which would affect the financial 

statements? If so, please provide further details

Not that I am aware of.

10. Can you provide details of other advisors consulted 

during the year and the issue on which they were 

consulted? The Council uses Link Asset Services as its Treasury Management Advisors.

11. Have you considered and identified assets for which 

expected credit loss provisions may be required under 

IFRS 9, such as debtors (including loans) and 

investments? If so, please provide further details

We carry out an IFRS 9 impairment review exercise each year on our loans, debtor balances etc.
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Fraud

Matters in relation to fraud

ISA (UK) 240 covers auditors responsibilities relating to fraud in an audit of financial statements.

The primary responsibility to prevent and detect fraud rests with both the Audit Committee and management. Management, with the 

oversight of the Audit Committee, needs to ensure a strong emphasis on fraud prevention and deterrence and encourage a culture of 

honest and ethical behaviour. As part of its oversight, the Audit Committee should consider the potential for override of controls and 

inappropriate influence over the financial reporting process.

As East Sussex County Council’s external auditor, we are responsible for obtaining reasonable assurance that the financial statements are 

free from material misstatement due to fraud or error. We are required to maintain professional scepticism throughout the audit, considering 

the potential for management override of controls.

As part of our audit risk assessment procedures we are required to consider risks of fraud. This includes considering the arrangements 

management has put in place with regard to fraud risks including: 

• assessment that the financial statements could be materially misstated due to fraud,

• process for identifying and responding to risks of fraud, including any identified specific risks, 

• communication with the Audit Committee regarding its processes for identifying and responding to risks of fraud, and

• communication to employees regarding business practices and ethical behaviour. 

We need to understand how the Audit Committee oversees the above processes. We are also required to make inquiries of both 

management and the Audit Committee as to their knowledge of any actual, suspected or alleged fraud. These areas have been set out in 

the fraud risk assessment questions below together with responses from East Sussex County Council’s management. 

9
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Fraud risk assessment

Question Management response

1. Has East Sussex County Council assessed the 

risk of material misstatement in the financial 

statements due to fraud?

How has the process of identifying and responding 

to the risk of fraud been undertaken and what are 

the results of this process? 

How do the Council’s risk management processes 

link to financial reporting?

Yes

Fraud risk is considered as part of the annual audit planning process and through the fraud risk assessment. The 

Internal Audit Service contains a dedicated team responsible for Counter Fraud. As part of its work, the team 

maintains a counter fraud risk assessment and an associated proactive fraud work plan.

Updates on the Counter Fraud Team’s work are provided to the Statutory Officers Group (Chief Exec, Monitoring 

Officer and Chief Finance Officer) together with the Audit Committee on a regular basis.

2. What have you determined to be the classes of 

accounts, transactions and disclosures most at risk 

to fraud? 

Under the National Fraud Initiative, the Council provides data for a data matching exercise to compare records held 

by various bodies to identify potential error or fraud – these include those most at risk of fraud.  This data includes 

payroll, pensions, creditors, residential care payments, concessionary travel passes, residents parking permits and 

clients in receipt of direct payments.

3. Are you aware of any instances of actual, 

suspected or alleged fraud, errors or other 

irregularities either within East Sussex County 

Council as a whole, or within specific departments 

since 1 April 2021? If so, please provide details

As an internal audit team we have been notified of a number of irregularities during the year. A high level summary 

of these will be presented in our annual report on irregularity work to Audit Committee in June. Quarterly progress 

reports are reported to Audit Committee informing members about irregularity investigations and fraud work 

undertaken by Internal Audit. Details of these can be found with the committee papers on the Council’s website

https://democracy.eastsussex.gov.uk/ieListMeetings.aspx?CommitteeId=517

Statutory Officers Group regularly consider the emerging fraud risk and caseload of Internal Audit & Counter Fraud.
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Fraud risk assessment

Question Management response

4. As a management team, how do you 

communicate risk issues (including fraud) to 

those charged with governance?                                                                                         See response to 3.

5. Have you identified any specific fraud risks? 

If so, please provide details

Do you have any concerns there are areas that 

are at risk of fraud?

Are there particular locations within East 

Sussex County Council where fraud is more 

likely to  occur?

Yes – we acknowledge and understand our fraud risks, and we have a dedicated counter fraud team to respond to 

these risks. A risk assessment of potential fraud areas shows most as Low Impact and Low / Medium Likelihood.

Yes – see below 

In line with key fraud risks highlighted nationally & consideration of the Council's own fraud risk profile, we believe 

areas to focus on are: 

• Procurement 

• Contracts 

• Schools 

• Direct Payments 

• Grants

• Payroll

6. What processes do East Sussex County 

Council have in place to identify and respond to 

risks of fraud?

Internal audit has a dedicated Counter Fraud team to prevent, detect and investigate fraud. The counter fraud 

strategy sets out our approach to tackling fraud. We undertake both proactive reactive work, and the proactive work 

seeks to prevent and identify fraud, and is targeted through a fraud risk assessment.

We have in place a fraud reporting hotline in addition to a confidential reporting (whistleblowing) hotline to encourage 

the reporting of suspected fraud.

We undertake fraud awareness workshops with services to promote our anti fraud culture and consider and identify 

the threat of fraud faced by individual services and teams
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Question Management response

7. How do you assess the overall control environment for East 

Sussex County Council, including:

• the existence of internal controls, including segregation of 

duties; and

• the process for reviewing the effectiveness the system of 

internal control?  

If internal controls are not in place or not effective where are the 

risk areas and what mitigating actions have been taken?

What other controls are in place to help prevent, deter or detect 

fraud?

Are there any areas where there is a potential for override of 

controls or inappropriate influence over the financial reporting 

process (for example because of undue pressure to achieve 

financial targets)? If so, please provide details

Internal Audit Plan – annual plan

Financial Regulations

Scheme of delegation

SAP and other systems control and reconciliations

A balanced and flexible internal audit plan allows for sufficient coverage to provide 

assurance on the internal control environment, and improve any weaknesses identified.

See response to question 6 – proactive and reactive counter fraud work. Anti-fraud 

culture. Fraud awareness training. Reporting mechanisms for escalating concerns & 

suspicions.

Not that I am aware of

8. Are there any areas where there is potential for misreporting? If 

so, please provide details

This is the potential to misreport all aspects of the Council’s activity but the controls are in 

place to ensure that the risks of misreporting are mitigated/minimised
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Question Management response

9. How does East Sussex 

County Council communicate 

and encourage ethical 

behaviours and business 

processes of it’s staff and 

contractors? 

How do you encourage staff to 

report their concerns about 

fraud?

What concerns are staff 

expected to report about 

fraud? Have any significant 

issues been reported? If so, 

please provide details

By means of:

• promoting a counter fraud culture through agreed corporate standards / values in the Members & Officers Code of Conduct 
and the Counter Fraud Strategy (which now includes a statement on fraud by Leadership);

• annual disclosures by and guidance to Members and staff in gifts and hospitality, external interests and related party 
transactions;

• incorporating ethical clauses and Bribery Act provisions in standard terms and conditions for contracts;

• protections offered by effective recruitment and disciplinary processes.

Staff are encouraged to report concerns through the Confidential Reporting Policy including a confidential reporting hotline. Fraud 

eLearning and fraud awareness sessions are provided by Internal Audit & Counter Fraud. 

Staff are encouraged to report:

• Practice that puts people or the County Council at risk;

• a criminal offence has been committed, is being committed or is likely to be committed;

• failure or likely failure to comply with any legal obligations;

• health and safety risks, including risks to the public;

• damage to the environment;

• something that is against County Council standing orders and policies;

• information relating to any of these concerns that is being or is likely to be deliberately concealed;

• weaknesses in procedure(s) that could put the organisation or people at risk.

No significant issues have been reported in 2021/22.
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Question Management response

10. From a fraud and corruption perspective, what 

are considered to be high-risk posts?

How are the risks relating to these posts identified, 

assessed and managed?

Bank and authorised signatories 

Treasury management 

Policies & procedures are in place and managed by the established control framework, overall scheme 

of delegation, segregation of duties and IT Security processes.

11. Are you aware of any related party relationships 

or transactions that could give rise to instances of 

fraud? If so, please provide details

How do you mitigate the risks associated with fraud 

related to related party relationships and 

transactions?

No. 

Requirement for officers to declare any interests / personal relationships (Code of Conduct / Personal 

Relationships at Work Policy). Management responsible for assessing the risk and taking any control 

actions i.e. transferring responsibilities / decision making, removing delegated authority, restricting 

access to information, meetings etc

12. What arrangements are in place to report fraud 

issues and risks to the Audit Committee? 

How does the Audit Committee exercise oversight 

over management's processes for identifying and 

responding to risks of fraud and breaches of internal 

control?

What has been the outcome of these arrangements 

so far this year?

The Committee receive and review quarterly updates on the work of the counter fraud team. A high level 

summary of these will be presented in our annual report on irregularity work to Audit Committee in June. 

The progress reports capture the emerging risks of fraud (summary of investigations) for the council and 

any breaches of internal control. Details of these can be found with the committee papers on the 

Council’s website. 

The Counter Fraud Strategy is reviewed and approved by the Committee (last refreshed in September 

2021).
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Question Management response

13. Are you aware of any whistle blowing potential 

or complaints by potential whistle blowers? If so, 

what has been your response?

The whistleblowing hotline continues to be monitored. Any complaints are risk assessed and 

investigated.

There have been no significant concerns reported through the confidential reporting hotline in 2021/22.

14. Have any reports been made under the Bribery 

Act? If so, please provide details

No reports made in 2021/22
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Matters in relation to laws and regulations

ISA (UK) 250 requires us to consider the impact of laws and regulations in an audit of the financial statements.

Management, with the oversight of the Audit Committee, is responsible for ensuring that East Sussex County Council's operations are conducted in 

accordance with laws and regulations, including those that determine amounts in the financial statements. 

As auditor, we are responsible for obtaining reasonable assurance that the financial statements are free from material misstatement due to fraud or 

error, taking into account the appropriate legal and regulatory framework. As part of our risk assessment procedures we are required to make 

inquiries of management and the Audit Committee as to whether the body is in compliance with laws and regulations. Where we become aware of 

non-compliance or suspected non-compliance we need to gain an understanding of the non-compliance and the possible effect on the financial 

statements.

Risk assessment questions have been set out below together with responses from management.
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Question Management response

1. How does management gain assurance that all relevant laws 

and regulations have been complied with?

What arrangements does East Sussex County Council have in 

place to prevent and detect non-compliance with laws and 

regulations?

Are you aware of any changes to the Council’s regulatory 

environment that may have a significant impact on the Council’s 

financial statements?

Internal Audit Plan 

Regular reporting and overview 

Legal Services and Departments ensure up to date on relevant laws and regulations

Not aware of any

2. How is the Audit Committee provided with assurance that all 

relevant laws and regulations have been complied with?

The Audit Committee receive regular reports from Internal Audit; plus the overview of the

Annual Government Statement.

3. Have there been any instances of non-compliance or 

suspected non-compliance with laws and regulation since 1 

April 2021 with an on-going impact on the 2021/22 financial 

statements? If so, please provide details

Not that I am aware of.

The Pension Committee receives regular breaches report that sets out in line with the 

Breaches Policy those areas that have breached pension regulations and may need to be 

reported to the Pensions Regulator. No action has been taken by the Pensions Regulator 

and there are no financial implications arising from breaches in 2021/22.

4. Are there any actual or potential litigation or claims that 

would affect the financial statements? If so, please provide 

details

Not that I aware of.
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Question Management response

5. What arrangements does East Sussex County 

Council have in place to identify, evaluate and 

account for litigation or claims? 

Litigation and claims are received and managed by the Council’s Legal Services Dept and Insurance

Centre of Expertise. The annual statement of accounts regarding Contingent Assets and Liabilities

following enquiries of staff in service depts, Legal Services and Insurance. Provision within the Council’s

constitution and financial regulations regarding claims.

6. Have there been any reports from other regulatory        

bodies, such as HM Revenues and Customs, which 

indicate non-compliance? If so, please provide 

details

The Pension Committee has reported breaches to the Pensions Regulator in line with the Breaches

Policy. This has not led to any financial impacts.

Currently, continuing to working with HMRC to resolve an issue with the reporting of the Pension Annual

Allowance, where the statement has potentially been incorrectly calculated for 5 years. Does not impact

on the Pension Fund Statement of Accounts.

ESCC continues to work through the actions arising from the last HMRC visit – progress has been

impacted by changing staff at HMRC and COVID-19.
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Matters in relation to Related Parties

East Sussex County Council are required to disclose transactions with bodies/individuals that would be classed as related parties.  These may 

include:

■ bodies that directly, or indirectly through one or more intermediaries, control, or are controlled by East Sussex County Council;

■ associates;

■ joint ventures;

■ a body that has an interest in the authority that gives it significant influence over the Council;

■ key management personnel, and close members of the family of key management personnel, and

■ post-employment benefit plans (pension fund) for the benefit of employees of the Council, or of any body that is a related party of the 

Council.

A disclosure is required if a transaction (or series of transactions) is material on either side, i.e. if a transaction is immaterial from the Council’s 

perspective but material from a related party viewpoint then the Council must disclose it.

ISA (UK) 550 requires us to review your procedures for identifying related party transactions and obtain an understanding of the controls that you 

have established to identify such transactions. We will also carry out testing to ensure the related party transaction disclosures you make in the 

financial statements are complete and accurate. 

19
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Question Management response

1. Have there been any changes in the related 

parties including those disclosed in East Sussex 

County Council’s 2020/21 financial statements? 

If so please summarise: 

• the nature of the relationship between these 

related parties and East Sussex County Council

• whether East Sussex County Council has 

entered into or plans to enter into any 

transactions with these related parties

• the type and purpose of these transactions 

1. Central Government, 2. Members, 3. Chief Officers, 4. East Sussex Pension Fund, 5. Ashdown Forest 

Trust, 6. Sea Change Sussex, 7. High Weald AONB, 8. Pooled budgets with CCGs and 9. Orbis public 

sector partnership with Surrey County Council and Brighton & Hove City Council. No changes from the 

prior period, other then within the Orbis Partnership, which has seen the return to sovereign 

organisations of the Business Operations team

2. What controls does East Sussex County Council 

have in place to identify, account for and disclose 

related party transactions and relationships?

Review of prior year accounts and notes to the accounts.

Partnership and pooling arrangements

Issuing Related Party assurance letters to all Members and Chief Officers

3. What controls are in place to authorise and 

approve significant transactions and arrangements 

with related parties?

Financial Regulations set out scheme of delegations and approval process. SAP system has hierarchy of 

approval within.

4. What controls are in place to authorise and 

approve significant transactions outside of the 

normal course of business?

Financial Regulations set out scheme of delegations and approval process. SAP system has hierarchy of 

approval within.
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Matters in relation to Going Concern

The audit approach for going concern is based on the requirements of ISA (UK) 570, as interpreted by Practice Note 10: Audit of financial 

statements and regularity of public sector bodies in the United Kingdom (Revised 2020). It also takes into account the National Audit Office's 

Supplementary Guidance Note (SGN) 01: Going Concern – Auditors’ responsibilities for local public bodies.

Practice Note 10 confirms that in many (but not all) public sector bodies, the use of the going concern basis of accounting is not a matter of 

significant focus of the auditor’s time and resources because the applicable financial reporting frameworks envisage that the going concern basis 

for accounting will apply where the body’s services will continue to be delivered by the public sector. In such cases, a material uncertainty related 

to going concern is unlikely to exist. 

For this reason, a straightforward and standardised approach to compliance with ISA (UK) 570 will often be appropriate for public sector bodies. 

This will be a proportionate approach to going concern based on the body’s circumstances and the applicable financial reporting framework. In 

line with Practice Note 10, the auditor’s assessment of going concern should take account of the statutory nature of the body and the fact that the 

financial reporting framework for local government bodies presume going concern in the event of anticipated continuation of provision of the 

services provided by the body. Therefore, the public sector auditor applies a ‘continued provision of service approach’, unless there is clear 

evidence to the contrary. This would also apply even where those services are planned to transfer to another body, as in such circumstances, the 

underlying services will continue. 

For many public sector bodies, the financial sustainability of the body and the services it provides are more likely to be of significant public 

interest than the application of the going concern basis of accounting. Financial sustainability is a key component of value for money work and it 

is through such work that it will be considered. 
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Question Management response

1. What processes and controls does management have in 

place to identify events and / or conditions which may indicate 

that the statutory services being provided by East Sussex 

County Council will no longer continue?

The integrated Reconciling Policy, Performance and Resources process ensures that the 

Council Plan and service priorities are aligned to performance targets and financial resources 

(revenue, capital and reserves). Quarterly RPPR reporting to Cabinet ensure oversight of all 

issues. 

Departmental performance/financial monitoring occurs monthly.

Corporate Management Team meets weekly.

2. Are management aware of any factors which may mean for 

East Sussex County Council that either statutory services will 

no longer be provided or that funding for statutory services will 

be discontinued? If so, what are they?

There are no issues at the point. The 21/22 budget is showing an overall underspend and the 

22/23 balanced budget has been approved by Full Council on 8 February 2022. 

3. With regard to the statutory services currently provided by 

East Sussex County Council, does East Sussex County 

Council expect to continue to deliver them for the foreseeable 

future, or will they be delivered by related public authorities if 

there are any plans for East Sussex County Council to cease to 

exist?

ESCC will continue to exist in its current form for the foreseeable future.

A balanced budget has been set for 2022/23. The Medium Term Financial Plan to 2024/25 

shows a deficit of £10m, but nationally 2022 will see a Funding Review which will determine the 

longer term funding allocations for Local Government. At this point, no new savings are being 

sought, with only legacy savings of £2.6m required to be delivered over the next 2 years. 

Statutory services continue to be delivered.
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Question Management response

4. Are management satisfied that the financial reporting 

framework permits East Sussex County Council to prepare its 

financial statements on a going concern basis? Are management 

satisfied that preparing financial statements on a going concern 

basis will provide a faithful representation of the items in the 

financial statements?

Yes.

The RPPR process provides a solid framework for financial reporting and assessment of going 

concern.
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Matters in relation to accounting estimates

ISA (UK) 540 (Revised December 2018)  requires auditors to understand and assess a body’s internal controls over accounting estimates, 

including:

• The nature and extent of oversight and governance over management’s financial reporting process relevant to accounting estimates;

• How management identifies the need for and applies specialised skills or knowledge related to accounting estimates;

• How the body’s risk management process identifies and addresses risks relating to accounting estimates;

• The body’s information system as it relates to accounting estimates; 

• The body’s control activities in relation to accounting estimates; and

• How management reviews the outcomes of previous accounting estimates.

As part of this process auditors also need to obtain an understanding of the role of those charged with governance, which is particularly important 

where the estimates have high estimation uncertainty, or require significant judgement. 

Specifically do Audit Committee members:

• Understand the characteristics of the methods and models used to make the accounting estimates and the risks related to them;

• Oversee management’s process for making accounting estimates, including the use of models, and the monitoring activities undertaken by 

management; and

• Evaluate how management made the accounting estimates?

We would ask the Audit Committee to satisfy itself that the arrangements for accounting estimates are adequate. 

24
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Question Management response

1. What are the classes of transactions, events and 

conditions, that are significant to the financial 

statements that give rise to the need for, or changes in, 

accounting estimate and related disclosures?

The material estimates within the accounts are relating to the LGPS Pension (IAS 19) liability, PPE 

valuations, PFI liability

2. How does the Council’s risk management process 

identify and address risks relating to accounting 

estimates?

The budget monitoring process would identify any differences between budgets and actuals and whether 

any year end accruals were required. For any accrual over £100k a fuller working paper is required.  In 

addition to this there would be checks on the data provided by external experts for reasonableness before 

they are entered into the accounts.

3. How does management identify the methods, 

assumptions or source data, and the need for changes 

in them, in relation to key accounting estimates?

The items above in point 1 are provided by external experts (actuary, valuer and treasury advisors)

4. How do management review the outcomes of 

previous accounting estimates?
With PPE valuations a comparison exercise is carried out to review the movements on the individual 

valuation and generally across the categories each year.  Likewise with the IAS 19 report if the investments 

in the fund has been partly estimated then there would be a comparison of the final figures to the estimated 

ones once they become available.

5. Were any changes made to the estimation processes 

in 2021/22 and, if so, what was the reason for these?
No
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Question Management response

6. How does management identify the need for and 

apply specialised skills or knowledge related to 

accounting estimates?

It would depend on the nature of the estimate, in terms of whether there is in house expertise of whether it 

would be more appropriate to seek the skills of an external expert, and potentially also based on the 

materiality of the potential estimate

7. How does the Council determine what control 

activities are needed for significant accounting 

estimates, including the controls at any service 

providers or management experts? 

Any data provided by an external body would be sense checked for reasonableness and for any significant 

movements before entering it into the accounts and would raise any queries with them.  We would also ask 

the relevant teams to review any assumptions used to make sure they appeared reasonable.  In terms of 

internal estimates, they would be expected to be supported by appropriate working papers and appropriately 

reviewed if the amount Is material.

8. How does management monitor the operation of 

control activities related to accounting estimates, 

including the key controls at any service providers or 

management experts? 

Any material accrual journal with entries over £1m needs authorisation

9. What is the nature and extent of oversight and 

governance over management’s financial reporting 

process relevant to accounting estimates, including:

- Management’s process for making significant 

accounting estimates

- The methods and models used

- The resultant accounting estimates included in the 

financial statements.

The budget monitoring process would identify any differences between budgets and actuals, quarterly 

monitoring reports are taken to Cabinet to explain and significant variances 
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Question Management response

10. Are management aware of any transactions, 

events, conditions (or changes in these) that may 

give rise to recognition or disclosure of significant 

accounting estimates that require significant 

judgement (other than those in Appendix A)? If so, 

what are they?

No

11. Why are management satisfied that their 

arrangements for the accounting estimates, as 

detailed in Appendix A, are reasonable?

Yes

12. How is the Audit Committee provided with 

assurance that the arrangements for accounting 

estimates are adequate ?

The only material estimates used in the accounts are provided by professional external experts in those 

relevant fields and there are internal checks in place to make sure both these and any internal estimates 

are correct and can be supported. The Audit Committee was provided with a training session by the 

Bruton Knowles and Treasury Management training has also been provided in 2021.
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Appendix A Accounting Estimates

Estimate Method / model used to 

make the estimate

Controls used to 

identify estimates

Whether 

management 

have used an 

expert

Underlying assumptions:

- Assessment of degree of uncertainty

- Consideration of alternative 

estimates

Has there 

been a

change in 

accounting

method in 

year?

Property, plant, 

and equipment 

valuation 

estimate 

External Valuer values our 

portfolio of assets (usually on 

a one third rolling basis).  

Assets are initially measured 

at cost then will be revalued 

using the appropriate 

methodology for that asset 

class.

A review of the 

movement in valuations 

is carried out and 

explanations sought for 

material variances

Yes RICS qualified valuer is used to provide 

the valuations.  Sensitivity analysis is 

provided in the accounts for the 

valuations based on market value

No

Investment 

property 

valuation 

estimate

Investment properties are 

measured initially at cost and 

subsequently at fair value.  As 

a non-financial asset, 

investment properties are 

measured at highest and best 

use. Properties are not 

depreciated but are revalued 

annually by the External 

Valuer according to market 

conditions at the year-end. 

A review of the 

movement in valuations 

is carried out and 

explanations sought for 

material variances

Yes RICS qualified valuer is used to provide 

the valuations.  Sensitivity analysis is 

provided in the accounts for the 

valuations based on market value

No
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Appendix A Accounting Estimates

Estimate Method / model used to 

make the estimate

Controls used to 

identify estimates

Whether 

management 

have used an 

expert

Underlying assumptions:

- Assessment of degree of uncertainty

- Consideration of alternative 

estimates

Has there 

been a

change in 

accounting

method in 

year?

Depreciation 

estimate 
Asset register (Real Asset 

Management Asset 4000) 

calculates this

Consistency checks on 

depreciation from 

previous year and 

reconciliation of journal 

output.  Access to the 

system is also 

restricted.

Not a person but 

a 

dedicate/expert 

asset system is 

used

Asset lives are provided on creation of a 

new asset and are updated by the valuer 

for most DRC/EUV assets

No

Pension Liability 

estimate 
Information provided by the 

Actuary in the IAS 19 report 

each year

Actuary will disclose 

assumptions in report.  

Preference is to provide 

the closing investment 

balance where possible

Yes To wait for the final investment balance 

used in the pension fund accounts would 

avoid any estimation on value but would 

not provide the IAS 19 report in time.

No

Provisions 

estimate 
Insurance provision is based 

on data provided in the Self 

Insurance Fund Report 

provided by Marsh Ltd

Insurance/Financial 

Planning would review 

the Marsh report to 

decide on the level of 

provision required.  For 

other standard provision 

entries Managers of the 

Service Finance team 

would review if material

Yes for the 

Insurance report

No
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Appendix A Accounting Estimates

Estimate Method / model used to 

make the estimate

Controls used to 

identify estimates

Whether 

management 

have used an 

expert

Underlying assumptions:

- Assessment of degree of uncertainty

- Consideration of alternative 

estimates

Has there 

been a

change in 

accounting

method in 

year?

Significant 

accruals 

estimate

The ASC accrual is based on 

data/commitments in the ASC 

system Controcc at year end

Would be reviewed 

within the relevant team

No Assumption is that the data within the 

Controcc system is accurate and 

complete

No

Fair value of 

loans estimate
Link would provide us with a 

report showing the fair value of 

all our borrowings based on 

the new loan rate.

Sense check carried out 

on the data provided 

Yes N/A-data is provided externally No

Fair value of 

PFI liabilities 

estimate

Information provided in a 

report by Link for the fair value 

of our PFI assets based on the 

new loan rate

Sense check carried out 

on the data provided 

Yes N/A-data is provided externally No
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Report to: Audit Committee 

Date of meeting: 29 March 2022 

By: Chief Finance Officer 

Title: External Audit Plan for the East Sussex Pension Fund 2021/22  

Purpose: To inform the Committee of the content of the East Sussex 
Pension Fund external audit plan for 2021/22 

RECOMMENDATION:  

The Committee is recommended to consider and comment upon the external audit plan for 
the East Sussex Pension Fund for 2021/22 

 

1.  Background 

1.1 Grant Thornton (GT), as the East Sussex Pension Fund’s (ESPF) external auditors, have 
provided the draft External Audit Plan for 2021/22 (Appendix 1) which provides an overview 
of the planned scope and timing of the statutory audit of the ESPF Annual Report and 
accounts and identifies any significant risks.  
 

1.2 The External Audit Plan was not available for consideration and discussion at the Pension 
Board (10 February 2022) and Pension Committee (24 February 2022). 

2.  Supporting Information 

2.1 The External Audit Plan for 2021/22 identifies a number of risks that require audit 
consideration as they could potentially cause a material error in the financial statements. 
These are: 

 ISA240: Fraudulent revenue recognition (this presumed risk has been rebutted); 

 Fraudulent expenditure recognition (this presumed risk has been rebutted); 

 Management override of controls (journals, estimates and transactions); 

 Valuation of level 3 investments; 

 IAS26: Pension Fund Disclosures: 

 Altair system data transfer. 
 

2.2  One of the measures announced to improve the timeliness of external audits is to extend the 
 deadline for the publication of audited local government accounts for 2021/22 from 30 
 September 2022 to 30 November 2022. It is proposed then to move back to 30 September 
 for 6 years from 2022/23 onwards. This announcement is on the back of the Public Sector 
 Audit Appointments (PSAA) stating that only 9% of all audits met the 30 September 2021 
 deadline for the 2020/21 accounts. For East Sussex, the accounts were signed off on 19 
 October 2021. 

2.3 For East Sussex, we are working with GT to ensure that the audit is completed as close to 
the original 30 September 2022 deadline. The MBOS (accounting system replacement) 
project will require a significant amount of officer involvement as its moves into data 
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migration, User Acceptance Testing and parallel running phases. It would be unwelcomed if 
the audit was to take valuable resources away from the project.   
 

2.4 The planned audit fees for 2021/22 are yet to be confirmed by the Public Sector Audit 
Appointments (PSAA) but are likely to show an increase on the provisional actual fees for 
2020/21 of £43,487. 
 

3.  Conclusion and Recommendation 

3.1  The External Audit Plan is presented to Committee for discussion and comment. 

IAN GUTSELL 
Chief Finance Officer 

 
Contact Officer:   Ian Gutsell, Chief Finance Officer 
Tel. No:    01273 481399 
Email:    ian.gutsell@eastsussex.gov.uk 

 
  Local Member(s): All 
  Background Documents 
  None 
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IT system Audit area Planned level IT audit assessment

SAP Financial reporting, General Ledger • Streamlined ITGC design assessment

Altair Pensions Administration •

P
age 81



Commercial in confidence

14

•

•

•

•

•

P
age 82



Commercial in confidence

.

•

•

•

Ethical Standard (revised 

2019)

P
age 83

https://www.frc.org.uk/getattachment/601c8b09-2c0a-4a6c-8080-30f63e50b4a2/Revised-Ethical-Standard-2019-With-Covers.pdf


Commercial in confidence

Provision of 

IAS 19 

Assurances 

to Scheme 

Employer 

auditors

P
age 84



Commercial in confidence

17

Function Benefits for you

Data extraction Providing us with your financial 

information is made easier

File sharing An easy-to-use, ISO 27001 certified, 

purpose-built file sharing tool

Project 

management

Effective management and oversight of 

requests and responsibilities

Data analytics Enhanced assurance from access to 

complete data populations
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Report to: Audit Committee 

Date of meeting: 29 March 2022 

By: Chief Finance Officer 

Title: Auditor’s Annual (VFM) Report on East Sussex County Council 
2020/21 

Purpose: To provide the Committee with Grant Thornton’s Annual  
(Value for Money) Report  for 2020/21 

RECOMMENDATION:  

The Committee is recommended to consider and comment on the Auditor’s Annual Report 
on East Sussex County Council 2020/21 

 

1.  Background 

1.1 The Code of Audit Practice issued by the National Audit Office (NAO) requires the authority’s 
external auditor (Grant Thornton (GT)) to provide a separate Value for Money (VfM) 
assessment from the main audit of the statement of accounts. This is a new requirement for 
2020/21 onwards, in which GT are required to consider whether the authority has in place 
proper arrangements to ensure economy, efficiency and effectiveness in the use of its 
resources. There is no longer a requirement to provide a binary qualified/unqualified VfM 
conclusion. Instead GT are reporting in more detail on the authority’s arrangements, together 
with any key recommendations on any significant weaknesses in arrangements identified 
during the audit. 

2.  Annual Report 2020/21 

2.1 The Annual Report 2020/21 (Appendix 1) sets out the work that GT has undertaken to 
assess the arrangements the Council has in place to secure economy, efficiency and 
effectiveness in the use of its resources; with particular focus on risks in respect of financial 
sustainability, governance arrangements and improving economy, efficiency and 
effectiveness. 
 

2.2 It is pleasing to be able to report that no significant weaknesses in the Council’s 
arrangements have been identified. In reporting this outcome, GT has made 9 improvement 
recommendations (these are advisory and not mandated) which are summarised below: 
 

Financial Sustainability Management Response 

1. Consider expanding the detail of 
reporting on the capital programme within 
the regular quarterly outturn budget 
reporting, to clearly report the reasons for 
slippage, whether the slippage is within 
the control/oversight of the Council, and 

We will consider how we can improve the 
level of detail provided; if not within the 
covering report to the quarterly monitoring, 
then within the more detailed service 
appendices. Consideration will also be 
given to the level of reporting by the Capital 
Asset Strategy Board. 
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what mitigating actions are in place to 
address the slippage 

2. Consider including in the Annual 
Budget/MTFP further information as to 
what the Core Offer is, how it was 
reached and how this is defined so that 
the reader is able to understand what the 
real impact of going “below the Core 
Offer” would be in the circumstances that 
the Council did need to close a funding 
gap. It would also be useful to enhance 
documentation of how discretionary 
spend is prioritised within the funding 
envelope. 

The Annual Report relates to the 2020/21 
financial year. As we approach the start of 
2022/23, the relevance to refer to Core 
Offer has passed; and no management 
actions will be taken to address the issue 
raised here. 

3. Consider improving how the Capital 
Programme is linked to the Council’s 
Corporate Priorities and Priority and 
Delivery outcomes so that readers are 
able to understand more clearly how the 
Programme is aligned to the overarching 
strategy. 

This is already done via the principles of the 
Capital Strategy, in that investments are 
made to support service delivery. We will 
consider how we can include a section in 
the next version of the Capital Strategy that 
adds transparency as to how the Basic 
Need principles align to the corporate 
priorities. 
  

Governance  Management Response 

4. Consider whether the Strategic Risk 
Register reporting to Cabinet could be 
presented more concisely for ease of 
oversight by Members, and could 
potentially include some further “at a 
glance” summary of escalation/de-
escalation and scoring. 

We purposefully do not detail the scoring of 
risk in the reports to Cabinet as this 
potentially distracts from the message 
around the risk and the mitigations.  In 
reporting to the Audit Committee we have 
developed a quarterly tracker – see Agenda 
Item 12 Appendix A on the link -  (Public 
Pack)Agenda Document for Audit 
Committee, 17/09/2021 10:00 
(eastsussex.gov.uk). During 2021/22, all 
Service Risk Managers have had external 
training on how to report risk. 
 

5. Consider whether mapping of strategic 
risks against the Council’s strategic 
priorities would be useful for 
management in monitoring and reporting 
on the risks. 

We will consider the recommendation and 
whether it adds clarity to the understanding 
of the overall risk register and, in particular, 
actions and mitigations taken. 
 

6. Consider whether the Audit Committee 
would benefit by carrying out a self-
assessment of the effectiveness of the 
Committee, as per guidance issued by 
the National Audit Office (NAO). 

In light of the national improvement agenda 
for audit, including Audit Committees, it 
would be sensible to consider this 
recommendation alongside other 
considerations, including training and 
development of Audit Committee members, 
that are brought forward during 2022. 
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Improving Economy, Efficiency and 
Effectiveness 

Management Response 

7. The Council should consider agreeing an 
entity-level Procurement Strategy 

Procurement will take into consideration 
this recommendation as it moves to 
complete Phase 1 of its modernisation 
programme over the summer of 2022. 
 

8. We would recommend that given the 
complexity of contract management, that 
the Council reviews the effectiveness of 
the training given and continues to keep 
under review the need to deliver further 
training in contract management and 
procurement as necessary. 

This recommendation will be considered, as 
Procurement respond to recommendations 
arising from an internal audit report on 
Contract Management. 
 

9. The Council should consider additional 
reporting of the progress/risks/milestones 
in the MBOS project to Cabinet. 

The Audit Committee has established an 
MBOS Sub Group, comprising 3 members 
of the Audit Committee, to have an 
assurance oversight of the programme. 
Regular engagement with the Lead 
Member Resources and Climate Change, 
including their attendance at Audit 
Committees, provides a sound basis for 
Cabinet assurance. 
 

 
 

2.3  In addition, GT considered how the Council had responded to the challenges and risks of 
 COVID-19. Again, it is pleasing to report that no significant weaknesses in the Council’s VfM 
 arrangements for responding to the pandemic were identified.  

3.  Conclusion and Recommendation 

3.1  The Annual (Value for Money) Report for 2020/21 has identified no significant weaknesses in 
 the Council’s VfM arrangements. Whilst putting forward 9 improvement recommendations, 
 these are only advisory and management has responded appropriately. 

3.2  The Committee is recommended to review and comment on the Annual (Value for Money) 
 Report 2020/21.  

IAN GUTSELL 
Chief Finance Officer 

 
Contact Officer:   Ian Gutsell, Chief Finance Officer 
Tel. No:    01273 481399 
Email:    ian.gutsell@eastsussex.gov.uk 

 
  Local Member(s): All 
  Background Documents 
  None 
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While the available strategic reserves and 

budgeted contingency provide some financial 

security, once the government funding 

settlement if finalised, the Council will need to 

review the need to make further savings and 

protect reserves when setting the forthcoming 

2021/22 budget. This may include the need for 

further consideration of the ability to deliver 

services in line with the Core Offer.

The Council should continue to closely monitor 

and mitigate the underlying pressures in 

Children’s Services, making a distinction 

between this and short term COVID related 

pressures. The current analysis of in year 

pressures for 2020/21, excluding COVID 

impact, indicate that further overspends are 

forecast, accepting that they are significantly 

lower than in 2019/20 (as at Quarter 1).

It is noted that financial monitoring reports are 

shared with Full Cabinet on a broadly quarterly 

basis, in line with previous decisions and cost 

reductions around the level of resource 

required by the finance team and a cost 

effective finance process. Given the present 

high level of financial uncertainty and the 

unusual circumstances presented by COVID-

19, including the potential need to make 

decisions quickly, the Council should consider 

the cost-benefit of more regular financial 

reporting to Cabinet on a temporary basis.
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Report to: Audit Committee 

 
 

Date: 29 March 2022 
 

 

By: Interim Chief Operating Officer 
 

 

Title of report: Internal Audit Progress Report – Quarter 3 (01/10/21 – 31/12/21) 
 

 

Purpose of report: 
 

To provide Members with an update on all internal audit and counter fraud 
activity completed during the quarter, including a summary of all key 
findings.  To also provide an update on the performance of the internal 
audit service during the period. 

 

  
RECOMMENDATIONS 

Members are asked to: 

1. note the report and consider any further action required in response to the issues raised. 

 

 
1. Background 
1.1 This progress report covers work completed between 1 October 2021 and 31 December 
2021. 
 
2. Supporting Information 
2.1 The current annual plan for internal audit is contained within the Internal Audit Strategy 
and Annual Plan 2021-22 which was approved by Audit Committee on 26 March 2021. 
 
3.        Conclusion and Recommendations 

3.1 Key audit findings from final reports issued during Quarter 3 are summarised in Annexe A. 
 

3.2 Overall, of the eleven formal audits finalised during the quarter, in which a formal audit 
opinion was given, three received opinions of ‘substantial assurance’, seven received opinions of 
‘reasonable assurance’ (two of which were schools) and one received ‘partial’ assurance’. There 
were no opinions of ‘minimal assurance’. 

 

 

Page 129

Agenda Item 8



2 
 

3.3 Although the same range of internal audit opinions is issued for all audit assignments 
(where an opinion is relevant), it is necessary to also consider the level of risk associated with 
each area under review when drawing an opinion on the Council’s overall control environment.  
Taking into account these considerations, the Chief Internal Auditor continues to be able 
to provide assurance that the Council has in place an effective framework of governance, 
risk management and internal control.   
 
3.4 The overall conclusion above has, therefore, been drawn based on all audit work 
completed in the year to date and considers the management response to audit findings and the 
level of progress in subsequent implementation. This is something which will continue to be 
monitored and reported on throughout the year.  
 
3.5 Formal follow up reviews continue to be carried out for all audits where ‘minimal assurance’ 
opinions have been given and for higher risk areas receiving ‘partial assurance’.  
 
3.6 Progress against our performance targets (focussing on a range of areas relating to our 
service) can also be found in Annexe A (section 5).  
 
 

 
PHIL HALL 
Interim Chief Operating Officer 

Contact Officers:  Russell Banks, Orbis Chief Internal Auditor, Tel: 07824 362739  

 Nigel Chilcott, Audit Manager, Tel: 07557 541803 

 

BACKGROUND DOCUMENTS:  

Internal Audit Strategy and Annual Plan 2021-22 
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Annexe A 

 

Internal Audit and Counter Fraud 

Quarter 3 Progress Report 2021/22 
 

 

 

 

CONTENTS 

1. Summary of Completed Audits 

2. Counter Fraud and Investigation Activities 

3. Action Tracking 

4. Amendments to the Audit Plan 

5. Internal Audit Performance 
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1. Summary of Completed Audits 

East Sussex Pension Fund (ESPF) 
 
1.1 East Sussex County Council (ESCC) administers and manages the East Sussex Pension Fund (the 
Fund) on behalf of 130 employers. The Fund is responsible for managing assets for the long-term 
benefits of scheme members in accordance with statutory regulations. The Pension Committee is 
responsible for making arrangements for the administration and investments of the Fund, receiving 
advice as appropriate from the Pension Board, which is a statutory requirement to assist the Scheme 
Manager in securing compliance with all relevant pensions' law, regulations and directions. The 
administration of the Pension Fund is now undertaken by ESCC, having previously been carried out by 
Orbis Business Operations. 

1.2 The ESPF pools funds with another 10 funds as part of the ACCESS Pool, a collaboration of 
central, eastern and southern shires.  The ACCESS pool has assets of £32.9bn with the ESPF 
representing £2.3bn of these.   
 
1.3 The following paragraphs summarise our work relating to the Fund in quarter 3 which has been 
delivered in accordance with the pension fund internal audit strategy and plan.   

Pension Fund Governance 

1.4 We reviewed the adequacy and effectiveness of governance arrangements over the Fund, to 
provide assurance that strategic oversight, risk management, reporting and communication processes 
are in place to maximise the likelihood that the Fund’s objectives are met. We looked to ensure that: 

 Governance arrangements are resilient and provide sufficient and effective oversight; 

 Risk management arrangements are robust; 

 Communication is efficient and effective; 

 Reporting arrangements ensure that poor performance is identified and corrected; and  

 Checks and guarantees on funding levels of new and existing employers is robust. 

1.5 In completing this work, we were able to provide an opinion of reasonable assurance. We 
found that there is effective oversight by the Pension Board and Pension Committee to ensure that 
regulation is adhered to, and good practice principles are applied. A risk register is in place that is 
subject to regular scrutiny from the Board and Committee, and which is updated regularly. 

1.6 Some opportunities for improvement were, however, identified, including in relation to: 

 Finalising and implementing the governance manual for the Access Pool and establishing a 
performance management process for fund managers.  At the time of our review, we found that, 
although the Fund had made efforts to gain agreement within the ACCESS Pool to finalise and 
implement this, it still required approval from the pool’s Joint Committee prior to its 
implementation; and 
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 Completing annual satisfaction surveys of employers to help ensure opportunities to improve the 
performance of the Fund are taken. 

1.7 Actions to address these areas were agreed with management within a formal management 
action plan. 
 
1.8 As part of the 2020/21 Pensions Administration audit, the scope included a review of the 
arrangements in place to ensure checks and guarantees on funding levels of newly admitted employers 
are robust. Whilst improvements had been made, at the time of this review, the action had only been 
partially implemented as documented procedures were in draft and templates were in development 
for the electronic admissions portal, which will provide greater control over the process for admitting 
new employers. This issue was not raised again as part of this audit but will be reviewed with 
management through the Internal Audit action tracking process. 
 
Pension Fund – Compliance with Regulatory Requirements 

1.9 The Council has statutory responsibility to administer and manage the fund in accordance with 
the rules of the Local Government Pension Scheme (LGPS), which are set out in the following 
regulations: 

 The Local Government Pension Scheme Regulations 2013; 

 The Local Government Pension Scheme Transitional Provisions, Savings and Amendment 
Regulations 2014; and 

 The Local Government Pension Scheme (Management and Investment of Funds) Regulations 2016. 

1.10 The purpose of this audit was to provide assurance that controls are in place to ensure scheme 
governance, investment management and pension administration arrangements meet regulatory 
requirements. 

1.11 As a result of our work, we were able to provide an opinion of substantial assurance in this 
area and there were no findings in our report.  There were three findings in our previous report, and 
we were pleased to note that these had all been implemented. 

1.12 We found that: 

 all the required governance structures were in place and operating effectively; 

 investments are well controlled through an investment strategy, and appropriate advice is taken 
where required to ensure regulatory compliance; and 

 appropriate policies and procedures promote compliance with regulatory requirements. 
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Pension Fund - Implementation of Altair 
 
1.13 Until April 2021, the administration of the Fund was managed through a collaboration with 
Surrey County Council as part of Orbis Business Operations.  In April, responsibility transferred to East 
Sussex County Council and a new, locally hosted, version of the administration software (Altair) was 
established.  Altair is the same system that was used by Surrey County Council to manage the East 
Sussex Pension Fund. 

1.14 The objective of our work was to provide assurance that the implementation of the new 
version of Altair was properly controlled.  We looked to ensure that: 

 Data transfer, including scanned documentation, was complete and accurate; 

 Access rights to Altair were set-up appropriately, in accordance with users’ needs; and 

 Governance arrangements, including procedures and guidance, were effective in minimising the 
risk of risk of fraud or error. 

 
1.15 Based on the work completed, we found that robust controls were in place over the transfer of 
data.  Whilst a small number of issues relating to user access and governance arrangements were 
identified, these had already been picked-up and reported on through our work in other pension fund 
audits and, as a result, it wasn’t necessary to raise these again.  Similarly, we didn’t provide an audit 
opinion on this occasion as the findings had already influenced the audit opinions of other audits. For 
completeness, the findings related to ensuring: 
 

 All users and their associated access copied over from the previous system, were appropriate; and 

 There is a structured set of documented procedures and guidance for Altair users. 

Revenue Budget Management 

1.16 Budget management is fundamental in ensuring that the Council manages its funds effectively, 
allocates and delivers services to its residents, monitors performance and meets the defined priority 
outcomes. Robust budget management provides a process to identify potential and actual areas of 
overspend/underspend at an early point, so that the appropriate action can be taken to address these. 

1.17 The purpose of the audit was to provide assurance that controls are in place in relation to the 
setting, forecasting, monitoring and reporting of budgets, training for budget managers, and action 
taken to address budget variances. 

1.18 We were able to provide reasonable assurance over the controls in place for the management 
of revenue budgets.  We found robust processes across the organisation to facilitate the setting of 
detailed budgets and financial forecasts, including the use of department specific data, the Office of 
National Statistics (ONS) inflation data and pay award intelligence from trade unions.  Medium term 
financial planning (MTFP) is in place and subject to regular review, and performance against the MTFP 
is monitored as part of the Reconciling Policy, Performance and Resources (RPPR) process.  Budget 
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holders are supported by Finance Officers on a regular basis through budget monitoring meetings, with 
the frequency of meetings determined by the level of risk assessed for each budget area. 

1.19 A few areas were, however, identified, where improvements could be made. These included: 

 Scope to provide additional training for budget holders in some circumstances; and 

 Ensuring budgets are always assigned to appropriate officers in SAP (the Council’s main financial 
system) to ensure that oversight and monitoring is exercised. 

1.20 Appropriate actions were agreed with management to address these areas. 

Contract Management  

1.21 The purpose of this audit was to ensure that a corporate framework is in place which supports 
effective contract monitoring and reporting in accordance with statutory and stakeholder expectations. 
The framework should provide the following: 
 

 Requirements for the use of contracts to ensure that third party expenditure have the appropriate 
contractual agreements; 

 Adequate guidance and training support for contract managers; 

 Adequate financial control to ensure delivery in accordance with the agreed budget and contract 
amount; 

 Corporate risk management arrangements that support effective contract delivery and data 
protection; 

 Adequate guidance to ensure that contractors are financially viable, properly insured and have 
effective business continuity planning; and 

 Adequate processes for managing any variations to the contracts and which comply with 
regulatory requirements. 

 
1.22 In addition, following the completion of the framework review above, a limited review was 
performed to assess the level of compliance with the framework; including a survey of contract 
managers across departments in the Council. 

1.23 Overall, we were able to provide an opinion of reasonable assurance. We found that a robust 
framework is in place which was developed by the Council’s Contracts and Commercial Advisory (CCA) 
Team. The framework is subject to regular updates to enhance its content and usefulness to contract 
managers. It is supported by guidance, templates and checklists available to contract managers to help 
them perform their responsibilities effectively.   

1.24 Management is also developing additional training that is specific and suitable to the needs of 
contract managers, and a new contract handover pack is being produced that will be provided to 
contract managers as soon as a new contract goes live, to further clarify their roles and responsibilities. 
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1.25 However, in conducting our testing, we identified the following improvement opportunities to 
enhance the framework, and to help ensure that departments comply with its requirements: 

 The results of the survey of a sample of contract managers indicated that not all were aware of the 
Council’s contract management framework or the guidance on the intranet.  Some also felt that 
they had not received sufficient training or did not understand their responsibilities for managing 
contracts; 

 Enhancing the framework through the inclusion of further information on the roles and 
responsibilities of contract managers, and signposting of guidance and templates; 

 Undertaking analysis and reporting to identify potential service areas that might not be complying 
with the Council’s Procurement and Contract Standing Orders relating to the use of standard 
contracts for spend in excess of £24,999; 

 Ensuring that all contracts held in the contracts management system (In-Tend) clearly identify the 
relevant contract managers; and 

 Ensuring that Key Performance Indicators (KPIs) are in place on contracts where appropriate. 

1.26 Actions to address the above areas were agreed with management within a comprehensive 
management action plan. A more in-depth review of compliance with the corporate framework will be 
completed in 2022/23. 

Vehicle Use 

1.27 In recent years, we have received referrals raising concerns relating to the potential misuse of 
fleet vehicles. This includes allegations of personal use of vehicles and failure to keep up-to-date 
vehicle log- books.  We therefore completed a review over vehicle usage to provide assurance that: 

 There is a policy in place that provides clear guidance on the use of the Council’s fleet vehicles; 

 There is a policy in place providing guidance on employee responsibilities when driving on Council 
business; 

 Fleet vehicles are used for business purposes only; 

 Individual teams maintain vehicle logs in line with Council policies; and 

 Individual teams are maintaining up-to-date records of staff driving licences and insurance details 
in line with Council policies. 

1.28 In completing this work, we were only able to provide an opinion of partial assurance.  
Although there are several policies in place over the use of vehicles, the policies are not always 
adhered to.  In particular, we found that mileage logs are not always completed in a clear and 
transparent manner and, as a result, we were unable to confirm that vehicles are not being used for 
private journeys.  In some instances, we found that fuel fill-ups were not being recorded and that 
reconciliation of mileage logs to fuel purchases by line managers is not taking place.  There were also 
instances identified where line managers were not annually checking staff driving licences and 
insurance documentation. 
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1.29 A number of actions were agreed with management to address these issues, including: 

 Reissuing of key guidance, including ‘The Safe Use of Motor Vehicles’ and ‘The Minibuses and 
People Carrier Operation Guidance’; 

 Sharing an example of a properly completed vehicle mileage log, demonstrating the key 
information that is required; 

 Reminders to line managers to retain and review mileage logs and fuel receipts, and to undertake 
timely reconciliation of these; and 

 Reminders to line managers to obtain and review staff driving licences (against the National 
Vehicle and Driver File for penalties and endorsements) and insurance certificates, on an annual 
basis. 

1.30 We will undertake a formal follow-up review in this area as part of the 2022/23 internal audit 
plan. 

Adoption South-East 

1.31 Adoption South-East (ASE), a regional adoption agency, is a partnership of services from East 
and West Sussex County Councils, Brighton and Hove City Council, and Surrey County Council, with the 
aim of bringing the four adoption services together to offer best practice and experience from each. 
The formal partnership was established under a Section 75 pooled budget arrangement, with ESCC as 
the host authority.  The partnership became live on 1 April 2021 after a two-year period of 
development. For 2020/21, the annual budget for ASE was £5.5m, split as a percentage between the 
participating authorities (ESCC 26%, West Sussex 32%, Brighton and Hove 19% and Surrey 23%). 

1.32 Our work in this area focussed on the governance and financial management of the agency, 
looking to ensure that: 

 Governance arrangements are effective in providing clear strategic direction for the partnership; 

 Harmonised policies produce a consistent and clear framework within which to work and ensure 
compliance with regulatory requirements; 

 The partnership complies with GDPR requirements; and 

 Adequate arrangements are in place to manage the pooled budget effectively. 

1.33 Based on the work we completed, we were able to provide an audit opinion of substantial 
assurance in this area, for the following reasons: 

 There is a clear partnership agreement in place; 

 There is a well-defined governance structure, which is documented in the partnership agreement;   

 An effective risk management process has been developed, helping to ensure that risks and issues 
are identified, evaluated and managed. This is regularly reviewed and updated; 

 The partnership is developing a Quality Assurance Framework with the aim of bringing an 
integrated approach to quality assurance across the service;  
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 ASE has effective finance monitoring and reporting mechanisms in place; and   

 There is a data sharing agreement in place for the partnering authorities of ASE which has been 
developed in consultation with data protection professionals.   

1.34 Two opportunities for improvement were identified.  One of these related to declarations of 
interest, where staff are currently required to declare potential conflicts of interest in the respective 
authorities’ Registers of Interests, but there is no process in place for sharing this information across 
the wider partnership.  The other was concerned with the fact that there is no means of confirming 
that all staff have undertaken the relevant GDPR and information governance training, which is 
currently the responsibility of individual sovereign authorities.  Actions to address these areas were 
agreed with management. 

Robotic Process Automation (RPA) - Archive Electronic HR Files  
 
1.35 Robotic Process Automation (RPA) is an emerging form of technology that uses software to 
perform tasks that programmers have specifically designed them to undertake, by reproducing actions 
that a human user will have previously performed. It is important to differentiate this from more 
traditional automation technology, which involves processes being undertaken, using technology, with 
minimal human intervention. 
 
1.36 The Council wish to automate the process for archiving HR files for when an employee leaves. 
The process will consider the amount of time their electronic file needs to be retained for, which varies 
according to their employment history. 
 
1.37 The aim of this audit was to provide assurance that controls were in place to meet the 
following objectives: 
 

 Clear documentation of processes is available in relation to the process of archiving of electronic 
HR files, which contain sufficient oversight controls; 

 Roles and responsibilities for the HR RPA are clearly documented and known by the relevant 
officers involved; 

 Sufficient legacy/succession system documentation is in place to ensure that the RPA can continue 
to be evolved and updated even when key people leave; 

 The RPA functions undertaken can be monitored and traced to ensure that accountability can be 
maintained, with sufficient testing taking place prior to go-live; and 

 The RPA operates in line with relevant data protection legislation. 
 
1.38 In completing this review, we were able to provide substantial assurance over the controls in 
place with easily accessible process and guidance documents available to officers to help support the 
continued working of the ‘robot’ following implementation. We also found robust monitoring 
arrangements in place to ensure that the ‘robot’ is working as expected and to prevent errors from 
occurring. 
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1.39 While there were many areas of good practice, an opportunity to further strengthen controls 
was identified in relation to documenting and consulting with all key stakeholders linked to this 
process, including the Data Owner, who is the strategic decision-maker and ultimately accountable for 
the data. 
 
1.40 In discussing this issue with management, appropriate actions were agreed to address it. 
 
Public Sector Bodies (Website and Mobile Applications) Accessibility Regulations  
 
1.41 The Public Sector Bodies (Website and Mobile Applications) Accessibility Regulations 2018 
came into force in September 2018. All public sector bodies are required to comply with these 
regulations and failure to do so would constitute a breach of the Equality Act 2010. The regulations 
mean that the Council has a legal duty to make sure all its websites and applications meet accessibility 
requirements. They state public sector bodies must make their websites and mobile applications more 
accessible by making them ‘perceivable, operable, understandable and robust’. The people who need 
to use them are often the people who find them hardest to use. 
 
1.42 The objectives of the review were to ensure: 
 

 Governance arrangements in place in relation to accessibility are robust; 

 There are adequate procurement and contract management arrangements in place to ensure that 
third party suppliers comply with accessibility legislation when handling information on behalf of 
the Council; 

 Officers are provided with appropriate and relevant guidance and training to aid compliance; 

 Roles and responsibilities in relation to accessibility are clearly defined to ensure sufficient 
oversight; 

 There is appropriate separation of duties in place to ensure that documents and web pages meet 
accessibility requirements prior to being published; and 

 Regular checks of published pages and documents are carried out to ensure that accessibility 
requirements continue to be met, including those that are managed centrally and those that are 
managed locally. 

 
1.43 In providing an opinion of reasonable assurance, we found there to be clear governance 
structures in place with a senior officer providing oversight to the implementation of the accessibility 
regulations across the Council and reporting lines back to the Corporate Management Team.  
 
1.44 Furthermore, comprehensive guidance and training was found in place to support those 
officers with responsibilities for ensuring accessibility regulations were being complied with, along with 
working groups to allow officers to discuss known issues and share best practice. 
 
 

Page 139



 

East Sussex County Council 

1.45 Despite robust governance and training available to Council officers, the current officers 
supporting implementation have not been released from their ‘business as usual’ role to allow for 
dedicated resources to focus on achieving the Council deadline for complying with the regulations. 
Given the resources that had been made available and the existing workloads, it was felt that achieving 
this deadline was optimistic. 
 
1.46 In addition, checks to ensure that new IT systems procured were compliant with accessibility 
regulations were not present, increasing the risk of non-compliance, financial loss and reputational 
damage. 
 
1.47 Actions to address all the issues raised have been agreed with management as part of a 
comprehensive management action plan.  
 
Email Communication (Personal and Sensitive Encryption)  
 
1.48 Email encryption is used to secure confidential data shared by email and can prevent email 
hijacking, as well as stop authorised recipients taking unintended actions with sensitive information.  It 
is important for organisations to maintain email protection to support management of the risk of cyber 
threats like social attacks that target organisations via email.  Further, securely encrypted emails help 
to prevent data breaches.   
 
1.49 The audit sought to provide assurance over the effectiveness of the arrangements for email 
communication involving personal and sensitive information. The review also considered the methods 
used to encrypt emails, training/awareness of staff and a high-level review of compliance across the 
Council. 
 
1.50 The objectives of the audit were to ensure: 
 

 Clear policy and training is available to Council officers in relation to the communication of 
personal and/or sensitive information; 

 A system is in place to allow for the sharing of personal and/or sensitive information via email; 

 Personal and/or sensitive information is only sent to appropriate and validated recipients; and 

 Support is provided to service users to enable them to access the secure email protocols made 
available. 

 
1.51 In providing an opinion of reasonable assurance, we found that: 

 There is evidence of clear comprehensive policies and guidance available governing the use of 
email for personal and sensitive communication;   

 There is a robust secure email sharing system in place that has been fully integrated with Office 
365 native email that is fully supported by ESCC IT&D;  
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 ESCC governance officers are robust with regard to email security and routinely remind staff about 
good practice when sending sensitive and secure emails.  However, there is no system available to 
check whether the user is sending an email that should be encrypted; and 

 ESCC have multiple security processes in place and have employed third parties to routinely check 
email configuration and report back and inform ESCC if any issues are identified.   

1.52 Despite the framework of controls being in place, including appropriate technical controls, an 
end user questionnaire completed during our review did highlight that there is evidence of non-
compliance and/or lack of awareness of the training and expectations placed on end-users when 
sending personal or sensitive information via email.  Actions were agreed to improve the awareness 
and expectations on end-users when sending emails that contain personal or sensitive information.  

Modernising Back Office Systems (MBOS) Programme Support 
 
1.53 The MBOS programme was approved by the Corporate Management Team (CMT) in September 
2019 to enable the Council to go to market for a replacement to the current version of SAP.  A 
replacement system has now been selected.   
 
1.54 We have agreed a package of assurance work with the Programme Board along with the 
provision of ad-hoc advice and guidance on probity, control and governance issues as the programme 
progresses.  We continue to support the programme through attendance at the Programme Board.  
Further updates will be provided in future reports as our ongoing work progresses in this area. 

Adult Social Care Transformation 

1.55 The Adult Social Care and Health (ASCH) Transformation Programme was developed in order to 
deliver a model for the future delivery of ASCH which aligns with Council priorities and takes full 
account of the Covid-19 pandemic and any resulting requirements.  On 26th October 2021, the ASCH 
Programme closure report was presented to the ASCH Departmental Management Team (DMT), which 
was agreed.  We drafted and presented an Internal Audit Progress Report at this meeting outlining the 
work completed throughout the programme’s lifecycle, the work in progress and the continuing 
support and advice we will offer after the programme has concluded. 

1.56 Further to the previous updates on our work, we completed the following activities in quarter 
three: 

 We built on the advice provided as part of our attendance at the Direct Payment Project Group in 
relation to the invoice reconciliation process for East Sussex managed direct payment accounts 
and the issuance of Direct Payment Agreements.   

 In addition, as part of our ongoing and continued work with ASCH, we reviewed and provided 
advice over the process in place for the Contain Outbreak Management Fund (COMF).  This is 
grant funding allocated by the Council to care providers in order to reduce the spread of Covid-19 
and to enable the continuation of service.  We discussed the proposed controls for the process 
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with management, which were proportionate and robust for the level of risk posed, considering 
the value of the funding and resource availability to administer the grant.  

1.57 We will continue to support the implementation phase of the programme as and when 
required by management, as well as offering continued support and advice across the service from a 
risk and control perspective. 

Schools 

1.58 We have a standard audit programme in place for all school audits, with the scope of our work 
designed to provide assurance over key controls operating within schools. The key objectives of our 
work are to ensure that:  
 
• Governance structures are in place and operate effectively to ensure there is independent 

oversight and challenge by the Governing Body; 
• Decision-making is transparent, well documented and free from bias; 
• The school is able to operate within its budget through effective financial planning; 
• Unauthorised or inappropriate people do not have access to pupils, systems or the site; 
• Staff are paid in accordance with the school’s pay policy; 
• Expenditure is controlled, and funds are used for educational purposes; 
• Value-for-money is achieved on contracts and for larger purchases; 
• All unofficial funds are held securely and used in accordance with their agreed purpose; and 
• Security arrangements keep data and assets secure and are in accordance with data protection 

legislation. 

1.59 At the time of writing, school audits are being undertaken through remote working 
arrangements.   

1.60 Two school audits were delivered in quarter three.  The table below shows a summary these, 
together with the final level of assurance reported to them.  

Name of School Audit Opinion 

Etchingham CE Primary School Reasonable Assurance 

Five Ashes C of E Primary School Reasonable Assurance 

 
1.61 At the end of quarter three, a further two school audits were either booked or underway.  
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Troubled Families 

1.62 The Troubled Families (TF2) programme has been running in East Sussex since January 2015 
and is an extension of the original TF1 scheme that began in 2012/13.  The programme is intended to 
support families who experience problems in certain areas, with funding for the local authority 
received from the Ministry of Housing, Communities and Local Government (MHCLG), based on the 
level of engagement and evidence of appropriate progress and improvement. 

1.63 Children’s Services submit periodic claims to the MHCLG to claim grant funding under its 
‘payment by results’ scheme.  The MHCLG requires Internal Audit to verify 10% of claims prior to the 
Local Authority’s submission of its claim.  We therefore reviewed 20 of the 199 families included in the 
October/December 2021 grant cohort. 

1.64 In completing this work, we found that valid ‘payment by results’ (PBR) claims had been made 
and outcome plans had been achieved and evidenced.  All the families in the sample of claims 
reviewed had firstly met the criteria to be eligible for the TF2 programme and had either achieved 
significant and sustained progress and/or had moved from out of work benefits into continuous 
employment.  We therefore concluded that the conditions attached to the TF2 grant determination 
programme had been complied with. 

2 Counter Fraud and Investigation Activities 

Counter Fraud Activities 

2.1 During the quarter, the team have been working to develop a Fraud Manual that documents 
the processes for progressing investigations and joint working with other services. 

2.2 In addition, advice was provided to Children’s Services following two allegations relating to the 
services’ use of social media, as well as advice and support following a referral relating to the 
reconciliation of the Adoption Support Fund. The service successfully completed a reconciliation 
exercise, and no further investigation was therefore required. 

2.3 Throughout the year, we are continuing to liaise with the services to ensure that matches from 
the National Fraud Initiative are being reviewed and processed and we continue to monitor intel alerts 
and share information with relevant services when appropriate. 

Summary of Completed Investigations 

Re-procurement of Framework Agreement  

2.4 An allegation was received relating to improper procurement practices in relation to the re-
procurement of a large framework agreement within the Council.  The framework will be in place for 
15 years and it is expected that contracts worth around £1.9m per annum will be let from it.  In 
response to the allegation, it was agreed that we would review the procurement arrangements.  The 
objective of the review was to ascertain whether the procurement was conducted fairly and in 
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compliance with Public Contract Regulations.  A further objective was to identify any areas where 
controls could be strengthened. 

2.5 As a result of our work, we concluded that the procurement was carried out fairly and complied 
with Public Contract Regulations.  However, we identified a need to clarify the governance 
arrangements around decision-making and ensure that tender documentation was clear to bidders.   

2.6 In particular, the need for to strengthen controls was identified in the following areas: 

 Roles and responsibilities should be defined explicitly to promote transparency and accountability; 

 Decisions and their rationale, including those relating to the pricing methodology, should be 
documented clearly to ensure that they are fully understood and implemented consistently;    

 There was a need to define the treatment of capital expenditure more clearly in tender 
documentation to ensure that all bids could be submitted on a consistent basis and in accordance 
with the Council’s requirements; and 

 Communication, including the sharing of information, should be strengthened to ensure all 
evaluators fully understand the scoring methodology.  

2.7 A robust action plan was agreed with management to address these issues. 

Infection Control Grant 

2.8 Intelligence was received from two neighbouring local authority Internal Audit teams that they 
were independently investigating a specific provider of adult residential care associated with the 
alleged falsification of documents to support Department of Health Social Care (DHSC) Infection 
Control Grant expenditure, and the alteration of Council correspondence for financial gain. Following 
receipt of this intelligence, a targeted investigation took place at ESCC into the Infection Control Grant 
expenditure by this same provider. Internal Audit reviewed information and invoices provided and 
undertook independent validation enquiries with suppliers. No irregularity was identified, and the 
provider was found to have complied with DHSC grant expenditure conditions. An investigation report 
was issued to the service and the matter was closed. 

Pecuniary Interests 

2.9 A review of the matches produced as part of the National Fraud Initiative identified a business 
interest that had not been included on an individual’s Declaration of Interest. A review confirmed that 
no conflict had arisen, and no personal gain was made. The individual concerned was reminded of their 
responsibilities in this regard and the Declaration of Interest has now been brought up to date. 

False Documents provided to the Pension Service  

2.10 Internal Audit provided support and advice to the Pension Service following a potential false 
Will being submitted as evidence for a claim in respect of a death in service benefit. It was concluded 
that the Will was in all likelihood a false document, but as this did not change the outcome of the 
death in service benefit recipient, no further action was taken.  
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3. Action Tracking 

3.1 All high priority actions agreed with management as part of individual audit reviews are subject 
to action tracking.  As at the end of quarter three, 100% of high priority actions due had been 
implemented. 

4.    Amendments to the Audit Plan  

4.1 In accordance with proper professional practice, the internal audit plan for the year remains 
under regular review to ensure that the service continues to focus its resources in the highest priority 
areas based on an assessment of risk.  Through discussions with management, the following reviews 
have been added to the audit plan so far this year: 

Planned Audit Rationale for Addition 

UK Community Renewal Fund Reported in Q1 progress report. 

Building Security  Reported in Q1 progress report. 

Broadband UK Grant - 2021/22 Reported in Q1 progress report. 

Heathfield Community College 
Follow Up 

Reported in Q2 progress report. 

Department for Work and 
Pensions Searchlight System 
Security Compliance 

Reported in Q2 progress report. 

Robotic Process Automation (to 
archive electronic HR files) 

See 1.35 above. 

Adoption South-East See 1.31 above. 

Vehicle Usage See 1.27 above. 

Procurement Data Analytics In progress.  Using data analytics techniques to review creditor 
data, to ensure that the Council’s Procurement and Contract 
Standing Orders are complied with.  

4.2 All of the above work has been resourced from contingency/emerging risk days. To date, one 
audit, Building Condition Asset Management Follow-Up, was removed because the actions were 
dependent upon the new Property Asset Management System (PAMS) and separate work is underway 
to support the new system’s introduction.  
 
4.3 The following audit work for the year remains in progress: 
 

 Payroll 

 Accounts Receivable 
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 Accounts Payable 

 Pension Fund Administration – People, Processes and Systems 

 Pension Fund – Investments and External Control Assurance 

 Pension Fund – Altair Application Audit 

 Capital Project Management 

 Health and Safety 

 School Audits 

 LAS/Controcc 

 LCS/Controcc 

 Electronic Signatures 

 Property Asset Management System Replacement 

 Children’s Safeguarding Data Handling 

 Post Brexit Information Governance Arrangements 

 IT&D Strategic and Operational Risk Management Arrangements 

 Digital Postal Hub Application Audit 

 Network Access Management 

 Direct Payments Follow-Up 

 MBOS Programme Governance and Risk Management Follow-Up 

 Buzz Active Follow-Up 

 Social Value in Procurement Follow-Up 

 Apex (Home Care) Contract Management Follow-Up 

 Commissioning and Delivery of Property Projects Follow-Up 

 Robertsbridge Follow-Up 

 Procurement Data Analytics 
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5.    Internal Audit Performance 

5.1 In addition to the annual assessment of internal audit effectiveness against Public Sector 
Internal Audit Standards (PSIAS), the performance of the service is monitored on an ongoing basis 
against a set of agreed key performance indicators as set out in the following table: 

Aspect of 
Service 

Orbis IA 
Performance 

Indicator 

Target RAG 
Score 
(RAG) 

Actual 

Performance 

Quality 

 

Annual Audit Plan 
agreed by Audit 
Committee 

By end April G The Annual Plan was and 
approved by the Audit Committee 
on 26 March 2021. 

Annual Audit Report 
and Opinion 

By end July G The Annual Report and Audit 
Opinion was approved by the 
Audit Committee on 6 July 2021. 

Customer 
Satisfaction Levels 

90% satisfied G 100% 

Productivity 
and Process 
Efficiency 

Audit Plan – 
completion to draft 
report stage 

90% A 64.6% achieved to the end of Q3, 
against a Q3 target of 67.5%.  

Compliance 
with 
Professional 
Standards 

Public Sector Internal 
Audit Standards 

Conforms G January 2018 – External 
assessment by the South-West 
Audit Partnership gave an opinion 
of ‘Generally Conforms’ – the 
highest of three possible rankings 

July 2021 - Internal Self-
assessment completed, no major 
areas of non-compliance with 
PSIAS identified.  

January 2022 - Internal Quality 
Review completed, no major 
areas of non-compliance with our 
own processes identified. 
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Aspect of 
Service 

Orbis IA 
Performance 

Indicator 

Target RAG 
Score 
(RAG) 

Actual 

Performance 

 Relevant legislation 
such as the Police 
and Criminal 
Evidence Act, 
Criminal Procedures 
and Investigations 
Act  

Conforms G No evidence of non-compliance 
identified 

Outcome 
and degree 
of influence 

Implementation of 
management actions 
agreed in response 
to audit findings 

97% for high 
priority agreed 
actions 

G 100% 

Our staff Professionally 
Qualified/Accredited 

 

80% G 91% 
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Appendix B 

Audit Opinions and Definitions 

Opinion Definition 

Substantial 
Assurance 

Controls are in place and are operating as expected to manage key risks to the 
achievement of system or service objectives. 

Reasonable 
Assurance 

Most controls are in place and are operating as expected to manage key risks to 
the achievement of system or service objectives. 

Partial 
Assurance 

There are weaknesses in the system of control and/or the level of non-
compliance is such as to put the achievement of the system or service objectives 
at risk. 

Minimal 
Assurance 

Controls are generally weak or non-existent, leaving the system open to the risk 
of significant error or fraud.  There is a high risk to the ability of the 
system/service to meet its objectives. 
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Report to: 
 

Audit Committee 

Date: 
 

29 March 2022 

By: 
 

Interim Chief Operating Officer 

Title of report: 
 

Internal Audit Strategy and 2022/23 Annual Audit Plan 

Purpose of report: 
 

To present the Council’s Internal Audit Strategy and 2022/23 Annual 
Audit Plan 

 
RECOMMENDATIONS 

Members are recommended to:  

1. review and endorse the Council’s Internal Audit Strategy and 2022/23 Annual Audit Plan; 
2. review and endorse the Internal Audit Charter.  

 

 
1. Background 
1.1 The Council’s Internal Audit Strategy and 2022/23 Annual Audit Plan (Annexe A and 
Appendix A) sets out how the Council will meet its statutory requirements for internal audit, as 
defined within the Accounts and Audit Regulations 2015.  The plan focusses primarily on core 
assurance areas (such as all key financial systems), high-priority areas, known key priority 
projects/programmes, and grant claims, with the remainder of the direct audit days earmarked as 
emerging risks/contingency.  
 
1.2 A workshop was also held with members of this Committee on 20 January 2022 and 
comments made have been fed into the planning process. 
 
2. Supporting Information  
2.1 The Strategy and Plan will be delivered in line with proper internal audit practices as set out 
within the Public Sector Internal Audit Standards (PSIAS).   
 
2.2 The Internal Audit Charter sets out the scope and responsibility of internal audit. It is attached 
to this report as Appendix B.   
 
3. Conclusions and Reasons for Recommendation 
3.1 Members are recommended to review and endorse the Internal Audit Strategy and Plan, and 
the Internal Audit Charter. 

 

 
 
PHIL HALL 
Interim Chief Operating Officer 
 
Contact Officers:  Russell Banks, Orbis Chief Operating Officer, Tel No. 07824 362739 

Nigel Chilcott, Audit Manager , Tel No. 07557 541803 
 
BACKGROUND DOCUMENTS 
 
Internal Audit Strategy and 2022/23 Annual Audit Plan 
Internal Audit Charter 
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Internal Audit Strategy and  
Annual Audit Plan 2022-2023 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 

 
 
 
 

 
 
 

Page 153



 

East Sussex County Council 

1. Role of Internal Audit 
 
1.1 The full role and scope of the Council’s Internal Audit Service is set out within the Internal 
Audit Charter and Terms of Reference (attached as Appendix B).   
 
1.2 The mission of Internal Audit, as defined by the Chartered Institute of Internal Auditors 
(CIIA), is to enhance and protect organisational value by providing risk-based and objective 
assurance, advice and insight.  Internal Audit is defined as “an independent, objective assurance and 
consulting activity designed to add value and improve an organisation’s operations. It helps an 
organisation accomplish its objectives by bringing a systematic, disciplined approach to evaluate 
and improve the effectiveness of risk management, control and governance processes.”  
 
1.3 The organisation’s response to internal audit activity should lead to a strengthening of the 
control environment, thus contributing to the overall achievement of organisational objectives. 
 
2. Risk Assessment and Audit Planning 
 
2.1 East Sussex County Council’s Internal Audit Strategy and Annual Audit Plan is updated 
annually and is based on a number of factors, especially management’s assessment of risk (including 
that set out within the strategic and departmental risk registers) and our own risk assessment of 
the Council’s major systems and other auditable areas.  This allows us to prioritise those areas to 
be included within the audit plan on the basis of risk.   
 
2.2 With the gradual return to business as usual, tempered by residual measures to counter the 
ongoing Covid 19 pandemic, our 2022/23 plan focuses primarily on the core assurance areas (such 
as key financial systems), the highest priority service reviews, grant claims and known key priority 
projects/programmes across the council.  The remainder of the direct audit days are earmarked as 
emerging risks/contingency. Appropriate provision has also been made for counter fraud activities, 
which will continue in 2022/23 as normal.  By continuing this approach, we will deliver the planned 
work on core assurance areas as well as adding audit activities to our plan throughout the year as 
new risks and priorities emerge.  All of our work will be regularly and comprehensively reported to 
both the Corporate Management Team (CMT) and the Audit Committee, and will enable us to 
maximise our responsiveness and focus our resources on the most relevant and priority areas.   
 
2.3 It is important to note that this planning strategy for the year ahead will not result in any 
reduced internal audit coverage for the Council.  The approach is simply intending to help ensure 
we remain as reactive as possible to the rapidly changing risk landscape across the Authority in 
continuing unprecedented times.  

 
2.4 The annual planning process has once again involved consultation with a range of 
stakeholders, to ensure that their views on risks and current issues, within individual departments 
and corporately, are identified and considered.   In order to ensure that the most effective use is 
made of available resources, to avoid duplication and to minimise service disruption, efforts will 
continue to be made to identify, and where possible, rely upon, other sources of assurance 
available.  The following diagram sets out the various sources of information used to inform our 
2022/23 audit planning process:  
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2.5 In order to ensure audit and assurance activity is properly focussed on supporting the 
delivery of the Council’s priorities, the audit plan has taken into account the key corporate priority 
outcomes of the Council as set out within the Council Plan. These are: 
 

 Helping people help themselves; 

 Keeping vulnerable people safe; 

 Driving sustainable economic growth; and 

 Making best use or resources. 
 
2.6 In producing the audit plan (which is set out in Appendix A to this report) the following key 
principles continue to be applied: 
 

 Key financial systems are subject to a cyclical programme of audits covering, as a minimum, 
compliance against key controls; 

 Previous reviews which resulted in ‘minimal assurance’ or ‘partial assurance’ audit opinions will 
be subject to a specific follow-up review to assess the effective implementation by management 
of agreed actions; and 

 Any reviews which we were unable to deliver during the previous financial year will be 
considered once again as part of our audit planning risk assessment, and prioritised as 
appropriate. 

 
2.7 In addition, formal action tracking arrangements are in place to monitor the implementation 
by management of all individual high-priority agreed actions, with the results of this work reported 
to CMT and the Audit Committee on a quarterly basis. 
 
2.8 Since 2018, East Sussex County Council, Surrey County Council and Brighton & Hove City 
Council have been working together to establish and develop the Orbis Internal Audit Partnership.  
In doing this, we are able to deliver high quality and cost effective assurance services to each 
partner, drawing upon the wide range of skills and experience from across the various teams.  The 
size and scale of the partnership has also enabled us to invest in specialist IT Audit and Counter 
Fraud services, to the benefit of each partner council and external fee paying client. 
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3. Key Issues 
 
3.1 In times of significant transformation, organisations must both manage change effectively 
and ensure that core controls remain in place.  In order to respond to the continued reduction in 
financial resources and the increased demand for services, the Council needs to consider some 
radical changes to its service offer in many areas.  
 
3.2 Internal Audit must therefore be in a position to give an opinion and assurance that covers 
the control environment in relation to both existing systems and these new developments.  It is also 
essential that this work is undertaken in a flexible and supportive manner, in conjunction with 
management, to ensure that both risks and opportunities are properly considered.  During 2022/23, 
a number of major organisational initiatives will feature within the audit plan, with the intention 
that Internal Audit is able to provide proactive advice, support and assurance as these programmes 
progress.  These include: 
 

 Modernising Back Office Systems (MBOS) programme (SAP replacement) 

 Climate Change/Carbon Reduction 

 Adult Social Care Reform 

 Children’s ‘Edge of Care’ 

 Highways Contract Reprocurement 

 UK Community Renewal Fund / UK Shared Prosperity Fund 
 

3.3 As explained previously, in recognition of current uncertainties and that in some cases, 
sufficient information regarding the full extent of future changes and associated risks may not yet 
be known, the 2022/23 audit plan will, as in previous years, include a proportion of time classified 
as ‘Emerging Risks’.  This approach has been adopted to enable Internal Audit to react appropriately 
throughout the year as new risks materialise and to ensure that expertise in governance, risk and 
internal control can be utilised early in the change process.   
 
3.4 In view of the above, Internal Audit will continue to work closely with senior management 
and Members throughout the year to identify any new risks and to agree how and where audit 
resources can be utilised to best effect.   
 
3.5 Other priority areas identified for inclusion within the audit plan include: 
 

 Contract Management 

 Use of Consultants 

 Health and Safety 

 Home to School Transport 

 Elective Home Education 

 Waste Management 

 External Funding, Grants and Loans 
 

3.6 The results of all audit work undertaken will be summarised within quarterly update reports 
to CMT and the Audit Committee, along with any common themes and findings arising from our 
work. 
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4. Counter Fraud 
 
4.1 Managing the risk of fraud and corruption is the responsibility of management.  Internal 
Audit will, however, be alert in all its work to risks and exposures that could allow fraud or 
corruption and will investigate allegations of fraud and corruption in line with the Council’s Anti-
Fraud and Corruption Strategy. 
 

4.2 The Chief Internal Auditor should be informed of all suspected or detected fraud, 
corruption or irregularity in order to consider the adequacy of the relevant controls and evaluate 
the implication for their opinion on the control environment. 
 
4.3 In addition, Internal Audit will promote an anti-fraud and corruption culture within the 
Council to aid the prevention and detection of fraud.  Through the work of the Counter Fraud 
Team, Internal Audit will maintain a fraud risk assessment and deliver a programme of proactive 
and reactive counter fraud services to help ensure that the Council continues to protect its 
services from fraud loss.  This will include leading on the National Fraud Initiative data matching 
exercise on behalf of the Council. 
 
5. Matching Audit Needs to Resources 
 
5.1 The overall aim of the Internal Audit Strategy is to allocate available internal audit resources 
so as to focus on the highest risk areas and to enable an annual opinion to be given on the adequacy 
and effectiveness of the Council’s governance, risk and control framework.  
 
5.2 In addition to this, resources have been allocated to the external bodies for whom Orbis 
Internal Audit also provide internal audit services, at an appropriate charge.  These include Horsham 
District Council, Elmbridge District Council, East Sussex Fire Authority and South Downs National 
Park. 
 
5.3 Internal audit activities will be delivered by a range of staff from across the Orbis Internal 
Audit Service, maximising the value from a wide range of skills and experience available.  In the 
small number of instances where sufficient expertise is not available from within the team, mainly 
in highly technical or specialist areas, the option of engaging externally provided specialist resources 
will continue to be considered.   
 
5.4        The following table summarises the level of audit resources expected to be available for the 
Council in 2022/23 (expressed in days), compared to the equivalent number of planned days in 
previous years.  As can be seen, the overall level of resource is comparable with the previous year 
but remains dependent on our continued ability to recruit and retain high calibre staff (see Section 
7 below).  This level of resource continues to be considered sufficient to allow Internal Audit to 
deliver its risk-based plan in accordance with professional standards1 and to enable the Chief 
Internal Auditor to provide his annual audit opinion. 
 
Table 1:  Annual Internal Audit Plan – Plan Days 

 

                                            
1 Public Sector Internal Audit Standards (PSIAS) 

 2019/20 2020/21 2021/22 2022/23 

Plan Days 1,400 1,450 1,595 1,595 
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6. Audit Approach 
 
6.1 The approach of Internal Audit is to use risk-based reviews, supplemented in some areas by 
the use of compliance audits and themed reviews.  All audits have regard to management’s 
arrangements for: 
 

 Achievement of the organisation’s objectives; 

 Reliability and integrity of financial and operational information; 

 Effectiveness and efficiency of operations and programmes; 

 Safeguarding of assets; and 

 Compliance with laws, regulations, policies, procedures and contracts. 
 
6.2 In addition to these audits, and the advice on controls given on specific development areas 
which are separately identified within the plan, there are a number of generic areas where there 
are increasing demands upon Internal Audit, some of which cannot be planned in advance.  For this 
reason, time is built into the plan to cover the following: 
 

 Contingency – an allowance of days to provide capacity for unplanned work, including special 
audits and management investigations.  This contingency also allows for the completion of work 
in progress from the 2021/22 plan; 
 

 Advice, Management, Liaison and Planning - an allowance to cover provision of ad hoc advice 
on risk, audit and control issues, audit planning and annual reporting, ongoing liaison with 
service management and Members, and audit management time in support of the delivery of 
all audit work, planned and unplanned. 

 
6.3 In delivering this strategy and plan, we will ensure that liaison has taken place with the 
Council’s external auditors, Grant Thornton, to ensure that the use of audit resources is maximised, 
duplication of work is avoided, and statutory requirements are met.  
 
7. Training and Development 
 
7.1 The effectiveness of the Internal Audit Service depends significantly on the quality, training 
and experience of its staff.  Training needs of individual staff members are identified through a 
formal performance and development process and are delivered and monitored through on-going 
management supervision.   
 
7.2 The team is also committed to coaching and mentoring its staff, and to providing 
opportunities for appropriate professional development.  This is reflected in the high proportion of 
staff holding a professional internal audit or accountancy qualification as well as numerous 
members of the team continuing with professional training during 2022/23. 
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8. Quality and Performance 
 
8.1 With effect from 1 April 2013, all of the relevant internal audit standard setting bodies, 
including CIPFA, adopted a common set of Public Sector Internal Audit Standards (PSIAS).  These are 
based on the Institute of Internal Auditors International Professional Practices Framework and 
replace the previous Code of Practice for Internal Audit in Local Government.   
 
8.2 Included within the new Standards is the requirement for the organisation to define the 
terms ‘Board’ and ‘senior management’ in the context of audit activity.  This has been set out within 
the Internal Audit Charter, which confirms the Audit Committee’s role as the Board.   
 
8.3 The PSIAS require each internal audit service to maintain an ongoing quality assurance and 
improvement programme based on an annual self-assessment against the Standards, 
supplemented at least every five years by a full independent external assessment.  The outcomes 
from these assessments, including any improvement actions arising, will be reported to the Audit 
Committee, usually as part of the annual internal audit report.  For clarity, the Standards specify 
that the following core principles underpin an effective internal audit service: 
 

 Demonstrates integrity; 

 Demonstrates competence and due professional care; 

 Is objective and free from undue influence (independent); 

 Aligns with the strategies, objectives, and risks of the organisation; 

 Is appropriately positioned and adequately resourced; 

 Demonstrates quality and continuous improvement; 

 Communicates effectively; 

 Provides risk-based assurance; 

 Is insightful, proactive, and future-focused; 

 Promotes organisational improvement. 
 
8.4 In addition, the performance of Orbis Internal Audit continues to be measured against key 
service targets focussing on service quality, productivity and efficiency, compliance with 
professional standards, influence and our staff.  These are all underpinned by appropriate key 
performance indicators as set out in Table 2 below. 
 
8.5 At a detailed level, each audit assignment is monitored and customer feedback sought.  
There is also ongoing performance appraisals and supervision for all Internal Audit staff during the 
year to support them in achieving their personal targets.   
 
8.6 In addition to the individual reports to management for each audit assignment, reports on 
key audit findings and the delivery of the audit plan are made to the Audit Committee on a quarterly 
basis.  An Annual Internal Audit Opinion is also produced each year.  
 
8.7 Whilst Orbis Internal Audit liaises closely with other internal audit services through the 
Sussex and Surrey audit and counter fraud groups, the Home Counties Chief Internal Auditors’ 
Group and the Local Authority Chief Auditors’ Network, we are continuing to develop joint working 
arrangements with other local authority audit teams to help improve resilience and make better 
use of our collective resources.  
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Table 2:  Performance Indicators 
 

Aspect of Service  Orbis IA Performance Indicators  Target  

Quality   Annual Audit Plan agreed by Audit 
Committee 

 Annual Audit Report and Opinion 
 
 
 

 Satisfaction levels  
 

By end April 
 
To inform Annual 
Governance 
Statement (AGS) 
 
90% satisfied 

 

Productivity and 
Process Efficiency 
 

 Audit Plan – completion to draft 
report stage by 31 March 2023 

 

90% 

Compliance with 
Professional Standards  
  

 Public Sector Internal Audit Standards 
 

 Relevant legislation such as the Police 
and Criminal Evidence Act, Criminal 
Procedures and Investigations Act 

  

Conforms 
 
Conforms 

 

Outcomes and degree 
of influence  

 Implementation of management 
actions agreed in response to audit 
findings 

95% for high priority 
 

Our Staff   Professionally Qualified/Accredited 80% 
 

 
 
 
 

Russell Banks 
Orbis Chief Internal Auditor 
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Planned Audit Reviews 

 

Review Name Outline Objective 

Accounts Payable (Procure 
to Pay) 
 
 
 

To review the processes and key controls relating to the 
accounts payable system, including those in place for 
ordering, the creation and maintenance of vendor details, 
the payment of invoices, goods receipting and promptness 
of payments. 

Accounts Receivable 
 
 

To review the processes and key controls relating to the 
accounts receivable system, including those in place for 
ensuring the accuracy of customer details, completeness, 
accuracy and timeliness of invoicing, recording and 
matching payments to invoices, and debt recovery. 

Payroll 
 
 

To review controls in relation to the staff payment system, 
including those relating to starters, leavers, temporary and 
permanent payments, variations of pay, and pre-
employment checks. 

East Sussex Pension Fund 
 
 

The following audits and activities will be completed in 
relation to the East Sussex Pension Fund in accordance with 
the Internal Audit Pension Fund Strategy and Plan: 

 Governance 

 Investments and Accounting 

 Cash Management 
 The Administration of Benefit Payments 

 I-Connect – Application Controls  
 Pension Fund Cyber Security 

 Pension Board/Committee Attendance and Advice 

 Pension Fund Strategy and Plan Preparation 

Financial and Benefits 
Assessments (Adult Social 
Care) 

To review the key controls in place for the financial and 
benefits assessment process (where new processes have 
recently been introduced) to ensure the correct calculation 
of contributions from care clients and that accurate 
payments are made. 

Public Health Grant To review the processes and structure set-up for financial 
management, including monitoring, of the ring-fenced 
public health grant. 

Corporate Governance To review the arrangements in place in relation to 
corporate governance within the Council.  

MBOS Programme Support 
and Other Delivery 

As part of our support to the MBOS programme, we will 
support the Programme Board with ad-hoc support and 
advice through attendance at the Programme Board 
meetings.  To enhance our support, specific deliverable 
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Review Name Outline Objective 

work has been agreed with the Programme Board and will 
provide assurance over the following areas: Business 
processes (both on and off system); System Security; User 
access, authentication and authorisations; Testing 
Arrangement; Data Cleansing, Governance & Migration; 
Interfaces and reconciliation; Disaster Recovery & Business 
Continuity; Training.  Additional areas may be added as 
identified and agreed with the Programme Board. 

Use of Consultants To review the arrangements in place over the use of 
consultants within the Council in order to provide assurance 
that consultancy is subject to appropriate controls, is 
transparent and justifiable, and effective in achieving value 
for money. To review the initial assessment of need and 
decision to procure consultancy services, the procurement 
of consultants, ongoing management arrangements of 
consultancy contracts and the termination and review of 
these. 

Contract Management To assess the adequacy and effectiveness of contract 
management arrangements withing the Council, specifically 
focussing on compliance with the Council’s contract 
management framework. A sample of high-risk, high-profile 
contracts will be selected for review in order to provide 
assurance over the management of these. 

Climate Change In 2019, the Council declared a climate emergency and set a 
target of achieving carbon neutrality from its activities by 
2050 at the latest, in line with the target agreed by 
Parliament in 2019.  We will review the project 
management arrangements in place within the Council to 
deliver this ambition. 

Beacon/Grove Park Project 
– Project Management 

The majority of SEND school capacity in East Sussex is under 
academy control.  Grove Park School is an all-through (age 
4-19) maintained SEND school; however, part of its capacity 
is located on the campus of the nearby Beacon Academy.  
The Beacon/Grove Park Project is a development of parts of 
the Beacon campus to increase SEND capacity for Grove 
Park.  This review will provide assurance that the project is 
properly managed to increase the likelihood that it is 
delivered to time, cost and quality. 
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Review Name Outline Objective 

Property Asset 
Management System 
Replacement 

To provide pro-active support, advice and assistance to the 
property asset management system replacement 
programme. 

Health and Safety Following on from audit work in 2021/22 to review the 
health and safety framework and governance arrangements 
in place within the Council, this review will seek to ensure 
that health and safety policy and guidance is being 
complied with.  A sample of Council establishments will be 
selected for this purpose. 

Adult Social Care Reform In September 2021, the government set out its new plan for 
adult social care reform in England. This included changes 
to how people will pay for their social care. To provide audit 
advice and support over the new processes that will be 
developed and implemented in order to meet the statutory 
requirements of the reform. 

Adults’ Safeguarding To review the adult safeguarding process within the Council 
to ensure all safeguarding cases are appropriately 
investigated and any potential issues are addressed with 
corrective action being taken in a timely manner.  In 
addition, the audit will specifically review the safeguarding 
framework in place in preparation for the 2021 Health and 
Care Bill’s inspection programme by the Care Quality 
Commission. 

Schools 
 
 

We will continue our audit coverage in schools which will 
involve a range of assurance work, including key controls 
testing in individual schools and follow-ups of previous 
audit work where appropriate.  We will also work with our 
Orbis partners to provide information bulletins and 
guidance for schools on risk, governance and internal 
control matters. 

Edge of Care Programme The Children’s Services Edge of Care programme’s overall 
aim is to deliver a financially sustainable model which 
supports families to remain together and/or to retain 
lifelong links. The programme’s goals are: 

 to reduce the number of 11-17 years olds becoming 
looked after and/or a reduction in the length of time 
they are accommodated for, with a reduction in high 
cost, out-of-area placements; 

 to reduce demand across services through effective 
interventions and positive professional relationships 
with families (whilst ensuring safe, ambitious plans / 
outcomes for young people); and 
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Review Name Outline Objective 

 to have a skilled, proactive, resilient workforce with 
strong relationships across partner agencies. 
 

We will work with programme management to identify and 
agree how we can best support the programme, through 
the provision of independent audit advice, support and 
assurance. 

Elective Home Education 
Processes 

Elective home education is where parents decide to provide 
education for their children at home, or at home in some 
other way which they choose, instead of sending them to 
school full-time.  Where this happens, the Council has a 
moral and social obligation to ensure such children are safe 
and suitably educated, where there is a risk of harm and/or 
a lack of proper education. This audit will review the 
effectiveness of the Council’s monitoring arrangements in 
line with statutory guidance. 

Home to School Transport The Department for Education requires local authorities to 
provide home to school transport (HTST) for eligible 
children in order to facilitate attendance at school. This 
audit will assess the adequacy of controls within the HTST 
process, with specific areas of focus to be determined. 

Highways Contract 
Reprocurement 

To provide advice and support in relation to the 
arrangements for the re-procurement of a new highways’ 
maintenance contract, advising on risk, governance and 
internal control matters as they arise.   

UK Community Renewal 
Fund 

The purpose of the UK Community Renewal Fund (UK CRF) 
is to support people and communities most in need across 
the UK to pilot programmes and new approaches to 
prepare for the UK Shared Prosperity Fund.  In continuing 
our work in this area, we will review the monitoring 
arrangements devised within the Council to ensure that the 
projects selected to receive funding are complying with the 
terms and conditions of the agreements in place. 

Waste Management  ESCC and Brighton & Hove City Council have held a Private 
Finance Initiative contract with Veolia South Downs Ltd 
since 2003 for the delivery and operation of waste facilities, 
along with recycling and disposal services for household 
waste across both authorities. We will work with 
management to identify key risks associated with the 
contract for audit review and assurance. 
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Review Name Outline Objective 

External Funding: Grants 
and Loans 

The Council provides a number of different grants and loans 
to support businesses and other schemes with the county.  
This audit will assess the arrangements in place over the 
bidding and decision-making/approval processes, as well as 
the monitoring arrangements to ensure funds are being 
used in accordance with the grant/loan agreements. 

Kofax IT Application Audit Amongst other uses, the Kofax application is used across 
the Authority to redact personal and sensitive information 
prior to releasing information as part of Freedom of 
Information or Subject Access Requests.  This audit will 
review the effectiveness of the application controls for the 
Kofax application, including all major input, processing and 
output controls.  We will review the controls in place to 
interface with any other systems and ensure appropriate 
system ownership and responsibilities are known.   

Techforge IT Application 
Audit 

The Techforge application has been implemented as the 
Council's property asset management system.  The system 
has a number of modules, from a financial perspective the 
highest risks relate to the repairs and payment modules.  
This audit will review the effectiveness of the application 
controls, including all major input, processing and output 
controls.  We will review the controls in place to interface 
with other systems and ensure appropriate system 
ownership and responsibilities are known.   

MetaCompliance IT 
Application Audit 

The MetaCompliance application can be used to simulate 
phishing attacks, provide e-learning, manage policy and 
manage awareness and privacy management.  This audit 
will review the effectiveness of the application controls for 
the MetaCompliance application, including all major input, 
processing and output controls.  We will review the controls 
in place to interface with any other systems and ensure 
appropriate system ownership and responsibilities are 
known.   

Proactis IT Application Audit The Proactis system was implemented in April 2021 and is 
used to control and manage procurement and spend.  The 
system allows suppliers to upload and manage their own 
details including bank account information.  This audit will 
review the effectiveness of the application controls for the 
Proactis application, including all major input, processing 
and output controls.  We will review the controls in place to 
interface with any other systems and ensure appropriate 
system ownership and responsibilities are known.   
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Information Governance 
(Subject Access Request 
and Freedom of 
Information Reporting 
Arrangements) 

The Freedom of Information Act 2000 (FOIA), which came 
into effect on 1 January 2005, governs and increases rights 
of access to information held by public authorities (other 
than personal information which continues to be governed 
by the Data Protection Act (DPA) 2018). Under the DPA 
2018, an individual can submit a Subject Access Request 
(SAR) for the information which they are entitled to ask for 
under section 7 of the DPA 2018.  This audit will look to 
provide assurance that controls are in place to allow the 
Authority to respond to all FOI and SAR requests in a timely 
manner and that there is sufficient reporting and 
governance processes in place to monitor and manage 
performance. 

IT Asset Procurement 
(Value for Money) 

The COVID-19 pandemic has put significant demands on 
authorities to provide IT assets to its officers to enable them 
to work remotely. In many cases, these officers were office 
based prior to the COVID-19 global pandemic, so IT 
departments have had to respond by providing mobile 
devices (e.g. laptops and mobile phones) to a significant 
number of officers, as well as other peripheral items such as 
monitors and mice, to support Display Screen Equipment 
(DSE) requirements.  With the expansion of remote 
working, IT Hardware is in greater demand than ever 
before.    
 
The objective of the audit is to provide assurance that 
controls are in place and are operating as expected to 
ensure value for money is achieved from the procurement 
of ICT hardware assets. 

Mobile Device 
Management 

Mobile devices, such as smartphones and tablet computers, 
have the capability to store large amounts of data and can 
present a high risk of data leakage and loss.  Devices are 
often valuable and are therefore attractive to theft and 
misuse.   Mobile device management (MDM) involves 
monitoring, managing and securing mobile devices to 
ensure that the Council’s information assets are not 
exposed.  MDM is usually implemented through the use of 
third-party software.  The Council’s MDM solution is 
provided by InTune.  This audit will consider the Council’s 
approach to managing the risks associated with the security 
and control of the data contained on, and security of, 
smartphones and tablets.   
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Procurement of IT Systems The procurement of IT systems often forms part of major 
transformation projects. The emergence of cloud-based 
systems also means it’s easier than ever for services and 
departments to procure systems which can store and 
process significant amounts of Council data without such 
corporate oversight.  This audit, which complements our IT 
application audits, will seek to ensure that controls are in 
place to ensure that all systems procured are subject to 
appropriate IT oversight and that all Information Security 
and Information Governance risks are known, understood 
and appropriately managed. 

Cyber Security Review of the key controls operating for managing the 
significant risks in relation to Cyber Security. 

Building Security Follow-Up A follow-up of the previous audit completed which received 
an audit opinion of partial assurance. 

Building Condition Asset 
Management Follow-Up 

A follow-up of the previous audit completed which received 
an audit opinion of partial assurance. 

Contract Management 
Group Cultural Compliance 
Follow-Up 

A follow-up of the previous audit completed which received 
an audit opinion of partial assurance. 

Vehicle Use Follow-Up A follow-up of the previous audit completed which received 
an audit opinion of partial assurance. 

Transport Capital Grant 
Certification 

To check and certify the grant in accordance with the 
requirements of the Department for Transport. 

Traffic Signals Maintenance 
Grant Award 

To check and certify the grant in accordance with the 
requirements of the Department for Transport. 

Supporting Families (Family 
Focus) Grant Certification 
 
 

Certification of periodic grant claims returns in-year on 
behalf of Children’s Services to enable the release of funds 
from the Department for Levelling Up, Housing and 
Communities. 

Bus Subsidy Grant 
Certification 
 

To check and certify the grants (including Covid 19 related 
grants) in accordance with the requirements of the 
Department for Transport. 

Covid Test and Trace Grant 
Certification 

To check and certify the grant in accordance with the 
requirements of Public Health England. 

European Social Fund 
Transform Project 

To check and certify the grant in accordance with the 
requirements of the European Social Fund. 

Covid Outbreak 
Management Fund 

To check and certify that the funding is used in accordance 
with the requirements of the Department of Health and 
Social Care. 

Adult Weight Management 
Grant 

To check and certify the grant in accordance with the 
requirements of the Department of Health and Social Care. 
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Service Management and Delivery 

Review Name Outline Objective 

Action Tracking 
 

Ongoing action tracking and reporting of agreed, high risk 
actions. 

Annual Internal Audit 
Report and Opinion  

Creation of Annual Report and Opinion.  

Audit and Fraud 
Management 
 

Overall management of all audit and counter fraud activity, 
including work allocation, work scheduling and Orbis Audit 
Manager meetings. 

Audit and Fraud Reporting Production of periodic reports to management and Audit 
Committee covering results of all audit and anti-fraud 
activity. 

Audit Committee and other 
Member Support 
 

Ongoing liaison with Members on internal audit matters 
and attending Audit Committee meetings and associated 
pre-meetings. 

Client Service Liaison 
 

Liaison with clients and departmental management teams 
throughout the year. 

Client Support and Advice 
 

Ad hoc advice, guidance and support on risk, internal 
control and governance matters provided to clients and 
services throughout the year. 

Orbis IA Developments 
 
 

Audit and corporate fraud service developments, including 
quality improvement and ensuring compliance with Public 
Sector Internal Audit Standards. 

Organisational 
Management Support 
 

Attendance and ongoing support to organisational 
management meetings, e.g. Financial Management Team 
(FMT), Statutory Officers Group (SOG).  

Strategy and Annual Audit 
Planning 
 

Development and production of the Internal Audit Strategy 
and Annual Audit Plan, including consultation with 
management and Members. 

System Development and 
Administration 

Development and administration of Audit and Fraud 
Management systems. 

Contingencies 

Anti-Fraud and Corruption 
 
 

To cover the investigation of potential fraud and irregularity 
allegations as well as proactive counter fraud activities, 
including the National Fraud Initiative (NFI) data matching 
exercise. 

Emerging Risks 
 
 

A contingency budget to allow work to be undertaken on 
new risks and issues identified by Orbis IA and/or referred 
by management during the year. 

Contingency 
 

A contingency budget to allow for effective management of 
the annual programme of work as the year progresses. 
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INTERNAL AUDIT CHARTER 
 

1. Introduction 

This Charter describes for the Council the purpose, authority and responsibilities of the Internal 
Audit function in accordance with the UK Public Sector Internal Audit Standards (PSIAS).   
 
The PSIAS require that the Charter must be reviewed periodically and presented to “senior 
management” and “the board” for approval.  For the purposes of this charter “senior management” 
will be the Corporate Management Team (CMT) and the board will be the Audit Committee. 
 
The Charter shall be reviewed annually and approved by CMT and the Audit Committee.  The Chief 
Internal Auditor is responsible for applying this Charter and keeping it up to date.  
 
2. Internal Audit Purpose 

The mission of Internal Audit is to enhance and protect organisational value by providing risk-based 
and objective assurance, advice and insight. 
 
Internal Audit is defined in the PSIAS as “an independent, objective assurance and consulting 
activity designed to add value and improve an organisation’s operations. It helps an organisation 
accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve 
the effectiveness of risk management, control and governance processes.” 
 
Internal Audit supports the whole Council to deliver economic, efficient and effective services and 
achieve the Council’s vision, priorities and values. 
 
3. Statutory Requirement 

Internal Audit is a statutory service in the context of the Accounts and Audit Regulations 2015, 
which require every local authority to maintain an effective internal audit to evaluate the 
effectiveness of its risk management, control and governance processes taking into account public 
sector internal auditing standards or guidance.   

These regulations require any officer or Member of the Council to: 
 

 make available such documents and records; and  

 supply such information and explanations;  

as are considered necessary by those conducting the audit. 
 
This statutory role is recognised and endorsed within the Council’s Financial Regulations. 
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In addition, the Council's S151 Officer has a statutory duty under Section 151 of the Local 
Government Act 1972 to establish a clear framework for the proper administration of the 
authority's financial affairs.  To perform that duty the Section 151 Officer relies, amongst other 
things, upon the work of Internal Audit in reviewing the operation of systems of internal control 
and financial management. 
 
4. Internal Audit Responsibilities and Scope 

Annually, the Chief Internal Auditor is required to provide to the Audit Committee an overall 
opinion on the Council’s internal control environment, risk management arrangements and 
governance framework to support the Annual Governance Statement. 
 
Internal Audit is not responsible for control systems.  Responsibility for effective internal control 
and risk management rests with the management of the Council.   
 
Internal Audit activity must be free from interference in determining the scope of activity, 
performing work and communicating results. 
 
The scope of Internal Audit includes the entire control environment and therefore all of the 
Council’s operations, resources, services and responsibilities in relation to other bodies. In order to 
identify audit coverage, activities are prioritised based on risk, using a combination of Internal Audit 
and management risk assessment (as set out within Council risk registers). Extensive consultation 
also takes place with key stakeholders and horizon scanning is undertaken to ensure audit activity is 
proactive and future focussed. 
 
Internal audit activity will include an evaluation of the effectiveness of the organisation’s risk 
management arrangements and risk exposures relating to: 
 

 Achievement of the organisation’s strategic objectives; 

 Reliability and integrity of financial and operational information; 

 Efficiency and effectiveness of operations and activities; 

 Safeguarding of assets; and 

 Compliance with laws, regulations, policies, procedures and contracts. 

 

5. Independence 

Internal Audit will remain sufficiently independent of the activities that it audits to enable auditors 
to perform their duties in a way that allows them to make impartial and effective professional 
judgements and recommendations. Internal auditors should not have any operational 
responsibilities.   
 
Internal auditors will not review specific areas of the Council’s operation in which they have 
previously worked, until a period of at least 12 months has elapsed. 
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Internal Audit is involved in the determination of its priorities in consultation with those charged 
with governance. The Chief Internal Auditor has direct access to, and freedom to report in their 
own name and without fear of favour to, all officers and Members and particularly those charged 
with governance. This independence is further safeguarded by ensuring that the Chief Internal 
Auditor’s formal appraisal/performance review is not inappropriately influenced by those subject to 
audit. This is achieved by ensuring that both the Chief Executive and the Chairman of the Audit 
Committee have the opportunity to contribute to this performance review. 
 
All Internal Audit staff are required to make an annual declaration of interest to ensure that 
objectivity is not impaired and that any potential conflicts of interest are appropriately managed.
  
6. Appointment and Removal of the Chief Internal Auditor 

The role of Chief Internal Auditor is a shared appointment across the 3 Orbis partner authorities 
(East Sussex County Council, Surrey County Council and Brighton & Hove City Council).  
 
In order to ensure organisational independence is achieved, all decisions regarding the 
appointment and removal of the Chief Internal Auditor will be made following appropriate 
consultation with Member representatives from each of the authorities’ audit committees. 
 
7. Reporting Lines  

Regardless of line management arrangements, the Chief Internal Auditor has free and unfettered 
access to report to the S151 Officer; the Monitoring Officer; the Chief Executive; the Audit 
Committee Chair; the Leader of the Council and the Council’s External Auditor. 
 
The Audit Committee will receive reports on a periodic basis – as agreed with the Chair of the Audit 
Committee – on the results of audit activity and details of Internal Audit performance, including 
progress on delivering the audit plan. 
 
8. Fraud & Corruption 

Managing the risk of fraud and corruption is the responsibility of management.  Internal Audit will, 
however, be alert in all its work to risks and exposures that could allow fraud or corruption and will 
investigate allegations of fraud and corruption in line with the Council’s Anti Fraud and Corruption 
Strategy. 
 
The Chief Internal Auditor should be informed of all suspected or detected fraud, corruption or 
irregularity in order to consider the adequacy of the relevant controls and evaluate the implication 
for their opinion on the control environment. 
 
Internal Audit will promote an anti-fraud and corruption culture within the Council to aid the 
prevention and detection of fraud.  
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9. Consultancy Work 

Internal Audit may also provide consultancy services, generally advisory in nature, at the request of 
the organisation. In such circumstances, appropriate arrangements will be put in place to safeguard 
the independence of Internal Audit and, where this work is not already included within the 
approved audit plan and may affect the level of assurance work undertaken; this will be reported to 
the Audit Committee. 
 
In order to help services to develop greater understanding of audit work and have a point of 
contact in relation to any support they may need, Internal Audit has put in place a set of service 
liaison arrangements that provide a specific named contact for each service; and, regular liaison 
meetings.  The arrangements also enable Internal Audit to keep in touch with key developments 
within services that may impact on its work. 
 
10. Resources  

The work of Internal Audit is driven by the annual Internal Audit Plan, which is approved each year 
by the Audit Committee. The Chief Internal Auditor is responsible for ensuring that Internal Audit 
resources are sufficient to meet its responsibilities and achieve its objectives. 
 
Internal Audit must be appropriately staffed in terms of numbers, grades, qualifications and 
experience, having regard to its objectives and to professional standards. Internal Auditors need to 
be properly trained to fulfil their responsibilities and should maintain their professional 
competence through an appropriate ongoing development programme. 
 
The Chief Internal Auditor is responsible for appointing Internal Audit staff and will ensure that 
appointments are made in order to achieve the appropriate mix of qualifications, experience and 
audit skills. The Chief Internal Auditor may engage the use of external resources where it is 
considered appropriate, including the use of specialist providers. 

11. Due Professional Care 

 The work of Internal Audit will be performed with due professional care and in accordance with the 
UK Public Sector Internal Audit Standards (PSIAS), the Accounts and Audit Regulations (2015) and 
with any other relevant statutory obligations and regulations. 
 
In carrying out their work, Internal Auditors must exercise due professional care by considering: 
 

 The extent of work needed to achieve the required objectives; 

 The relative complexity, materiality or significance of matters to which assurance procedures 
should be applied;  

 The adequacy and effectiveness of governance, risk management and control processes; 

 The probability of significant errors, fraud or non-compliance; and 

 The cost of assurance in proportion to the potential benefits.  
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Internal Auditors will also have due regard to the Seven Principles of Public Life – Selflessness; 
Integrity, Objectivity; Accountability; Openness; Honesty; and Leadership. 
 
12. Quality Assurance 

The Chief Internal Auditor will control the work of Internal Audit at each level of operation to 
ensure that a continuously effective level of performance – compliant with the PSIAS, is 
maintained.  
 
A Quality Assurance Improvement Programme (QAIP) is in place which is designed to provide 
reasonable assurance to its key stakeholders that Internal Audit: 
 

 Performs its work in accordance with its charter; 

 Operates in an effective and efficient manner; and, 

 Is adding value and continually improving the service that it provides. 
 
The QAIP requires an annual review of the effectiveness of the system of Internal Audit to be 
conducted.  Instances of non-conformance with the PSIAS, including the impact of any such non-
conformance, must be disclosed to the Audit Committee.  Any significant deviations must be 
considered for inclusion in the Council’s Annual Governance Statement. 
 
 
February 2022 
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Report to:  Audit Committee 
 
Date:    29 March 2022 
 
By:    Chief Operating Officer 
 
Title of report:   Strategic Risk Monitoring – Quarter 3 2021/22 
 
Purpose of report:  To update the Committee on current strategic risks faced by the 

Council, their status and risk controls / responses and to 
describe the current Risk Management process. 

 

 
RECOMMENDATION:  The Committee is recommended to note the current strategic 
risks and the risk controls / responses being proposed and implemented by Chief 
Officers. 
 

 
1.  Background 
 
1.1      Sound risk management policy and practice should be firmly embedded within the 
culture of the Council, providing a proportionate and effective mechanism for the 
identification, assessment and, where appropriate, management of risk.  This is especially 
important in the current climate where there remains considerable uncertainty about the 
future.  
 
1.2 Robust risk management helps to improve internal control and support better 
decision-making, through a good understanding of individual risks and an overall risk profile 
that exists at a particular time.  To be truly effective, risk management arrangements should 
be simple and should complement, rather than duplicate, other management activities. 
 
2.  Supporting Information 
 

2.1      The Council’s Strategic Risk Register, which is attached as Appendix 1, is formally 

reviewed by the Corporate Management Team (CMT) on a quarterly basis.  Members should 

note that this version of the Strategic Risk Register, which relates to Quarter 3 of 2021/22, 

was reviewed by CMT on 2 February 2022 and presented to Cabinet on 1 March 2022 as 

part of the quarterly council monitoring process. Appendix 1 also includes additional 

summary information to present historic RAG ratings, as well as current pre and post 

mitigation RAG ratings. 

2.2.  The previous update to this Committee was in September 2021 to present the 

Strategic Risk Register as at Quarter 1 2021/22. This report therefore includes updates since 

Quarter 1 2021/22.  There have been various updates to the Strategic Risk Register to 

reflect the Council’s risk profile as follows:  

 Risk 1 (Roads), Risk 5 (Reconciling Policy, Performance & Resources), Risk 6 

(Local Economic Growth), Risk 7 (Schools), Risk 9 (Workforce), Risk 15 

(Climate), Risk 16 (Covid-19) have updated risk controls. 

 Risk 4 (Health), Risk 8 (Capital Programme), Risk 14 (Post European Union (EU) 

transition) have updated risk definition and risk controls. 
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2.3 Two new risks have been added to the Strategic Risk Register. Risk 17 

(Safeguarding of Children and Young People) refers to the impact of failing to recruit and 

retain an effective children’s social care workforce on the Council’s priority outcome of 

keeping vulnerable people safe. Risk 18 (Data Breach) risk refers to the corporate impact of 

a potential breach of security/confidentiality leading to destruction, loss, alteration, 

unauthorised disclosure of, or access to, personal data. 

2.4 Officers will continue to explore opportunities to further strengthen the Council’s risk 

management arrangements and for mitigating our key strategic risks.  It is however, 

important to recognise that in some cases there is an inherent risk exposure over which the 

Council has only limited opportunity to mitigate or control. 

2.5 The invation of Ukraine and resultant sanctions imposed on Russia by the UK 

government represent a post quarter 3 event, and as such any effects on the council’s risk 

profile are not reflected in the Strategic Risk Register being presented. Potential risks 

include economic/financial, contractual and technological, and these are being closely 

monitored by CMT and departmental managers. For example, controls associated to Risk 12 

(Cyber Attack) are being continually assessed, and reviews are being undertaken on the 

extent of risk exposure on contracts.  

3.  Conclusion and Recommendation 
 

3.1 The Committee is recommended to note the Strategic Risk Register including the risk 

controls / responses being proposed and implemented by Chief Officers. 

PHIL HALL 
Interim Chief Operating Officer 
 
Contact Officers: 
Rachel Jarvis: Head of Finance (Planning and Reporting) 
Tel: 01273 482332 
 
Steven Bedford: Finance Manager (Capital and Planning),  
Tel: 07701 394847 
                              
Local Member: All 
 
Background documents:  
None 
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APPENDIX 1

Ref Strategic Risks

1 Roads

4 Health

5 Reconciling Policy, Performance & Resource

6 Local Economic Growth

7 Schools

8 Capital Programme

9 Workforce

10 Recruitment

12 Cyber Attack

13 Dedicated Schools Grant

14 No Trade Deal Brexit / Post European Union (EU) Transition

15 Climate

16 Covid-19

17 Safeguarding of Children and Young People

18 Data Breach

* Risk 10 (Recruitment) was removed from the Strategic Risk Register as a stand-alone risk and incorporated into Risk 9 (Workforce)

Ref Strategic Risks
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COVID-19 
Adverse impact of COVID-19 sickness and restrictions on 
Council finances and services. Reduced ability to deliver 
services, priorities and long-term planning, impacting on e.g., 
protecting and supporting vulnerable adults and children, 
education and schools, roads and infrastructure, local 
economic growth, and the Council's workforce. Capacity to 
manage a response to a significant sustained increase in 
COVID-19 cases alongside other winter pressures. Adverse 
impact of COVID-19 on local health, wellbeing and economy, 
creating new long-term need for Council services. 

R  

Our robust business continuity plans mean that we continue to 
ensure that services operate as normally as possible. Due to 
the rise in cases as a result of the Omicron variant, and the 
additional seasonal pressures on staffing due to flu and other 
viruses, staff continue to work remotely where possible. Where 
staff, members and the public do access the Council’s 
buildings, appropriate measures are still in place to minimise 
risk. However, this situation is expected to improve in the short-
term; as a result preparations are underway for a full return to 
the office in the Spring. 
 
We continue to monitor the impacts of the pandemic on our 
local economy and the wider community and to implement 
recovery plans with our partners. The latest information on the 
likely medium and long-term impact of COVID-19 has been 
factored into our Reconciling Policy, Performance and 
Resource (RPPR) finance and business planning. 
 
Our planning for different scenarios continues including the 
emergence of further variants. Our Local Outbreak Plan 
remains in place to prevent, where possible, and respond to 
and contain any local outbreaks should they occur in the future. 
We are continuing to support efforts to increase  vaccination 
rates, as well as the delivery of community testing. 

R  
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CYBER ATTACK 
The National Cyber Security Centre (NCSC) has highlighted 
the substantial risk to British web infrastructure, with elevated 
levels of Cyber Crime being reported against all areas of 
government. 
 
Cyber attacks are growing more frequent, sophisticated, and 
damaging when they succeed. The COVID-19 pandemic has 
increased the need to carry out many additional functions 
virtually and remotely.  Changes in working practice give rise to 
more requests to relax security controls, with services more 
likely to take risks on the technology they procure and how they 
use it. 

R  

Most attacks leverage software flaws and gaps in boundary 
defences. IT&D use modern security tools to assure our 
security posture: Monitoring network activity and identifying 
security threats; Keeping software up to date with regular 
patching regimes; Continually monitoring evolving threats and 
re-evaluating the ability of our toolset to provide adequate 
defence against them; Ongoing communication with the 
Security industry to find the most suitable tools and systems to 
secure our infrastructure.  IT&D continues to invest in new 
tools, which use pre-emptive technology to identify threats and 
patterns of abnormal behaviour.  
 
Enhancing user awareness: Expanding E-Learning and policy 
delivery mechanisms to cover Cyber threat; educating staff 
around the techniques and methods used by active threats; and 
providing General Data Protection Regulation (GDPR) training 
and workshops to cascade vital skills and increase awareness 
of responsibilities under GDPR legislation. 
 
Services hosted in ISO 27001 accredited Orbis Data Centres. 

R  
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HEALTH 
Failure to secure maximum value from partnership working with 
the National Health Service (NHS). If not achieved, there will be 
impact on social care, public health and health outcomes and 
increased social care operational and cost pressures. This 
would add pressures on the Council's budget and/or risks to 
other Council objectives, as well as shared system objectives in 
the context of our Integrated Care System across workforce 
and patients who are medically ready for discharge (MRD) from 
hospital or community beds. 

R  

Preparation has continued for the Health and Care Bill 2021 to 
put the Sussex Integrated Care System (ICS) on legal footing, 
and the specific agreements needed between the NHS and 
East Sussex County Council. The formal start has now been 
delayed nationally until 1st July. The extreme pressure and 
increased level of activity across all parts of our health and care 
system remains a constant due to the ongoing pandemic and 
close system working has continued to mitigate immediate 
risks, manage the Pandemic, support our care market and the 
ongoing recovery of NHS elective care. 
 
This includes daily system calls to manage placements and 
packages of care for individuals and improve system flow and 
the average length of stay within acute hospital settings. Adult 
Social Care (ASC) contributed resource and participated 
strongly in the successful Medically Ready for Discharge (MRD) 
Improvement Programme but concerns remain for the 
sustainability of MRD performance and flow in the absence of 
long-term funding. This continues to be flagged through the 
South East Association of Directors of Adult Social Services 
(SE ADASS) route. The profile of health activity continues to be 
monitored and modelled into the future. It remains important to 
work together to understand the impact on ASC resources to 
support local people and facilitate decision-making and 
commissioning for Discharge to Assess (D2A - where patients 
who no longer need acute hospital care are moved to a 
temporary placement for further care and assessment of their 
long-term needs); and Home First pathways generally to better 
enable patients into appropriate onward care after an episode 
in hospital. 
 
The focus of our transformation programme continues to be on 
the areas where changing care models and pathways can both 
help us build on the developments that have been accelerated 
by the pandemic and have the most impact in supporting 
restoration and recovery of our system in a sustainable way. 
Possible additional opportunities are also being explored by our 
shared Strategic Workforce Group to support our collective 
workforce recruitment in East Sussex, for the benefit of all 
providers including the independent care sector and voluntary, 
community and social enterprise sector. 

R  
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RECONCILING POLICY, PERFORMANCE & 
RESOURCESOngoing uncertainty in relation to future funding 
levels and the longer-term local government funding regime 
creates a risk of insufficient resources being available to 
sustain service delivery at the agreed Core Offer level to meet 
the changing needs of the local community. 

R  

We employ a robust Reconciling Policy, Performance and 
Resources (RPPR) process for business planning, which 
ensures a strategic corporate response to resource reductions, 
demographic change and regional economic challenges; and 
directs resources to priority areas. We take a commissioning 
approach to evaluating need and we consider all methods of 
service delivery. We work with partner organisations to deliver 
services and manage demand, making best use of our 
collective resources.We take a 'One Council' approach to 
delivering our priorities and set out our targets and objectives in 
the Council Plan. We monitor our progress and report it 
quarterly. Our plans take account of known risks and pressures, 
including social, economic and demographic changes and 
financial risks.The Coronavirus pandemic has had, and will 
continue to have for a long time, profound impacts on our 
communities and services. We continue to operate in changing 
and uncertain contexts. We have used the latest information 
available to track and understand the impacts. We will continue 
to review and update our performance targets, priorities, 
service offers and financial plans, as required, to reflect 
them.We lobby, individually and in conjunction with our 
networks and partners, for a sustainable funding regime for 
local government in general and adult social care specifically to 
meet the needs of the residents of East Sussex, and which 
recognises the likely long-term impact of COVID-19 on the 
Council’s expenditure and income. 
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CLIMATE 
Failure to limit global warming to below 1.5°C above pre-
industrialisation levels, which requires global net human-
caused emissions of carbon dioxide (CO2) to be reduced by 
about 45 percent from 2010 levels by 2030, reaching ‘net zero’ 
by 2050 at the latest. The predicted impacts of climate change 
in East Sussex include more frequent and intense flooding, 
drought and episodes of extreme heat, as well as impacts from 
the effects of climate change overseas, such as on food supply. 
This will lead to an increase in heat-related deaths, particularly 
amongst the elderly, damage to essential infrastructure, 
increased cost of food, disruption to supply chains and service 
provision, and greater coastal erosion. 

R  

Climate change adaptation: we are following national 
adaptation advice, including working with partners on flood risk 
management plans, a heatwave plan and drought plans. 
 
Climate change mitigation: we must reduce our own operation 
carbon footprint by an average of 13% per year to stay within 
our carbon budget; and to achieve net zero carbon emissions 
from the County Council’s own activities as soon as possible, 
and by 2050 at the latest. 
 
Our Climate Emergency Officer continues to work with teams 
across East Sussex County Council (ESCC) to deliver the 
corporate climate emergency plan covering 2020-22. The main 
focus is on buildings, which made up 79% of carbon emissions 
in 2020/21. Internal oversight of progress is via the corporate 
Climate Emergency Board. 

R  
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ROADS 
Wet winter weather, over recent years has caused significant 
damage to many of the county’s roads, adding to the backlog of 
maintenance in the County Council’s Asset Plan, and 
increasing the risk to the Council’s ability to stem the rate of 
deterioration and maintain road condition. 
 
COVID-19 could lead to an increase in the level of staff 
sickness, as well as the need for staff to self-isolate/distance. It 
will lead to a change in our working approach and 
arrangements, even beyond the length of any Government 
imposed lockdown. 

R  

While additional funding over the last few years has helped 
maintain road condition the latest condition and funding 
modelling shows renewed deterioration over the next 10 years 
if further investment is not introduced into road maintenance. 
This reflects the changing climate with wetter, cool but 
prolonged winters and the increasing frequency of heavy 
downpour events during the summer months, which deteriorate 
roads faster. Further investment was approved by Cabinet in 
November and utilisation of these funds is currently being 
considered through the Reconciling Policy, Performance & 
Resources (RPPR) process to maintain condition at current 
levels and to help mitigate these factors over the next 10 years. 
  
Our contractor has adapted the service to ensure the workforce 
can work in a safe environment and has continued to 
successfully deliver the service on the ground or from home, 
with a full reactive service and capital programme delivered this 
year. Contract staff are beginning to implement hybrid working 
arrangements. Staff absence due to COVID related illness or 
self-isolation has remained very low and has had no significant 
impact on the service but clearly, in an ever-changing situation 
and coming into winter, the risk remains. 
 
East Sussex County Council staff managing the Highways 
contract have successfully worked from home with no impact 
and will start to implement hybrid working in line with the 
corporate approach and timescales. 
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SCHOOLSImpact of weak leadership in schools on outcomes 
for children and young peopleFailure to secure adequate 
leadership within East Sussex Schools, leading to:• reduced 
outcomes for children• poor Ofsted reports and reputational 
damageFailure to accelerate progress and improve attainment 
for all key groups of pupils • poor Ofsted reports• reputational 
damageResulting in:• negative impacts on employability• 
undermining capacity for economic growth• increased 
pressures on services provided by social care and health. 

R  

Continuing to secure high-quality leadership and governance 
across all our schools, colleges and settings is a high priority for 
the Standards and Learning Effectiveness Service (SLES) 
performance improvement plan. To achieve this, we are taking 
forward a number of actions:• Working with partnership 
networks to provide support and challenge for the recruitment, 
development and performance of high-quality school leaders.• 
Recognising governance expertise through Local Support 
Governors and increasing capacity for governor to governor 
support• Working with the existing Academy Chains within East 
Sussex, to ensure appropriate solutions for schools in East 
Sussex.• Accelerating the work to develop partnerships 
between schools that cannot secure adequate leadership alone 
and explore the options for partnership or school re-
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organisation of schools that are unable to deliver a high-quality 
education to their pupils.• Working with Primary Board, 
Secondary Board, East Sussex Learning Collaborative Network 
and Teaching School Hub to support the development of 
outstanding leaders.• Working with the primary and secondary 
board to implement the schools causing concern guidance.• 
Working with the primary board, secondary board and teaching 
schools to raise standards of provision, curriculum design and 
quality of teaching and learning in Key Stage 2 and improve 
outcomes in Key Stage 4.These mitigations do not take 
account of COVID impacts/measures. 
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SAFEGUARDING OF CHILDREN AND YOUNG PEOPLE 
 
Failure to recruit and retain an effective children’s social care 
workforce leads to poor quality safeguarding practice, failing to 
prevent harm to children and young people, impacting on the 
Council’s strategic objective of keeping vulnerable people safe.  

R   

Ensure social workers are well supported with manageable 
caseloads, strong supervision and effective support for 
wellbeing and development. Maintain the current strong East 
Sussex County Council reputation for providing high quality 
services and good support for social workers. This is extremely 
important in a highly competitive market for good social 
workers. 
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DATA BREACH 
 
A breach of security/confidentiality leading to destruction, loss, 
alteration, unauthorised disclosure of, or access to, personal 
data. This includes breaches that are the result of both 
accidental and deliberate causes. A personal data breach is a 
security incident that has affected the confidentiality, integrity or 
availability of personal data regardless of whether information 
has been accessed, altered or disclosed via electronic or 
manual means. 
 
Risks to individuals, reputational damage, fines from the 
Information Commissioner’s Officer (ICO), compensation 
claims. 

R   

Policy and guidance procedures in place to support practice. 
  
Staff training to develop awareness. 
 
Technical security measures operated by Information 
Technology and Digital (IT&D), including access control.   
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CAPITAL PROGRAMMEAgainst a background of diminishing 
resources, the capital programme has been produced to 
support basic need only and as a result of this there is no 
resource for other investment that may benefit the County e.g., 
that may generate economic growth. Additionally, there is a 
risk, due to the complexity of formulas and factors that impact 
upon them, or changes in these, that the estimated 
Government Grants, which fund part of the programme, are 
significantly reduced. There are a number of risks and 
uncertainties regarding the capital programme over the current 
Medium Term Financial Plan period and beyond. The impact of 
Covid-19 and currently increased uncertainties that exist within 
the construction industry in terms supply chain issues and 
volatile cost inflation could impact on project deliverability and 
affordability. There is also a risk that increased burdens of 
planning reform and the move from S106 contributions to 
Community Infrastructure Levy will mean that the Council has 
reduced funding from this source as bids have to be made to 
Districts and Boroughs. The Council’s set target of achieving 
carbon neutrality from its activities as soon as possible and in 
any event by 2050 will partly depend on availability of capital 
resources to support identified actions. Diminishing resources 
and availability of external funding may impact on the 
deliverability and timing of actions and targets.Slippage 

R  

The Council maintains a 20-year Capital Strategy and 10-year 
capital programme (currently 9 years due to the Spending 
Review 2020 setting budgets for 2021/22 only, providing no 
certainty over future years capital grants, and risks to long term 
local government financing) to provide rigour and support 
strategic direction. The development and delivery of the capital 
programme is overseen by a Capital Strategic Asset Board 
(CSAB), a cross departmental group consisting of officers from 
each service department, finance, property and procurement. 
Governance arrangements continue to be reviewed and 
developed in support of robust programme delivery of the basic 
need programme. The Schools and Assets Sub Board, which in 
part focuses on future need for schools' places, continues to 
inform the CSAB of key risks and issues within the Basic Need 
Programme. Regular scrutiny by the CSAB of programme and 
project profiles (both in year and across the life of the 
programme) occurs on a quarterly basis.The capital programme 
includes an element of ‘normal’ level of inflation for ongoing 
target-based core programmes (as opposed to programmes 
that have cash limited envelopes). Additionally, as part of the 
Reconciling Policy, Performance and Resources (RPPR) 
process at February 2021, an ongoing capital risk provision of 
£7.5m was approved, providing the flexibility to react to 
emerging risks such as the impact of supply chain issues and 
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continues to occur within the programme, which has an impact 
on the effective use of limited resources. 

inflationary pressures.  It represents the ability to borrow for 
these risks and is managed through ensuring there is Treasury 
Management capacity, rather than representing funds that are 
within the Council’s accounts. Its utilisation, subject to CSAB 
approval and adherence to financial regulations, would 
therefore require additional borrowing and be reported through 
the RPPR and quarterly monitoring process.The CSAB also 
proactively supports the seeking and management of all 
sources of capital funding, including grants; capital receipts; 
S106; Community Infrastructure Levy (CIL); and Local Growth 
Fund monies. A cross department sub board oversees the 
process for bidding for CIL and the use of S106 funds, and 
work continues with Districts and Boroughs to maximise the 
Council’s receipt of these limited resources. Additionally, 
following review, CIL and S106 targets have been reduced and 
will continue to be reviewed regularly and opportunities sought 
to reduce the target further if considered appropriate. Officers 
will proactively monitor funding announcements, including 
central government capital grants following the Spending 
Review 2021, and seek to minimise the impact on delivery of 
the capital programme, ensuring that there is sufficient liquidity 
to meet funding requirements.The Capital Strategy was 
updated in February 2021 to reflect the Council’s climate 
targets and set out how this can be supported through the 
capital programme and the RPPR process. It was agreed at 
State of the County 2021 that Climate Change would be 
included as basic need and this will be reflected through the 
RPPR process.  CSAB continue to look to manage down the 
historical levels of programme slippage. Following a review of 
the programme’s annual ambition (against historical 
deliverability and project risk), in 2021/22 a risk factor has been 
applied to help mitigate slippage.  
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WORKFORCE 
Stress and mental health are currently the top two reasons for 
sickness absence across the Council, potentially leading to 
reduced staff wellbeing, reduced service resilience, inability to 
deliver efficient service and/or reputational issues. 
 
An inability to attract high calibre candidates could lead to 
limited recruitment choices and therefore lack of the expertise, 
capacity, leadership and/or innovation required to deliver 
services and service transformation. 

R  

The 2021/22 Q1-3 sickness absence figure for the whole 
authority (excluding schools) is 6.49 days lost per FTE, an 
increase of 14.5% since the same period last year. The year-
end estimate for 2021/22 is 8.90 days/FTE, so the target of 
9.24 days/FTE is predicted to be met. 
The predominant reason for the increase in absence rates is 
due to Covid related absence, with a 2,300 day increase of 
days lost compared to the same period last year (Q1-Q3 2020). 
Mental health absence has also increased by 44%, but it is 
positive to note that, conversely, stress has decreased by 30%. 
Set against this background, we have increased our 
commitment to support staff by: 
• using key health awareness campaigns to run regular 
bespoke virtual workshops for staff on pertinent health topics 
including Winter Wellbeing, Mental Fitness and Coping at 
Christmas.  
• holding a Mental Health First Aid (MHFA) AGM in October 
2021 with clear action points generated on how the MHFAers 
can further support colleagues and what support they need in 
place to do this. 
More broadly we have: 
• worked with our wellbeing contractors; occupational health 
and our absence management provider to host ‘Top Tips for 
Managers’ workshops. Over 300 managers signed up to attend 
these.   
• launched a new interactive e-learning package for employees 
and managers on ‘Menopause in the Workplace’ with the aim of 
improving knowledge and awareness of support available. 
Being an employer of choice is key to ensuring the Council is 
able to attract and retain the high calibre staff it needs. There 
are a number of initiatives underway that will support this, 
including: 
• the implementation of hybrid working arrangements as part of 
the Workstyles Review 
• updating the Council’s job pages on our website and the 
development of a refreshed ‘employer brand’ to ensure the 
Council’s jobs stand out in the market and we have a clear 
narrative around the benefits of working for the Council   
• the development of a corporate Equality, Diversity and Action 
plan which includes a number of workforce specific actions to 
support having a diverse workforce with equality confidence, 
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knowledge and skills 
• preparation for the launch of 2 new leadership development 
programmes to support our talent management strategies 
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Post European Union (EU) TransitionThe United Kingdom 
has left the EU with a negotiated outcome. However, there are 
likely to be areas of disruption, when paperwork checks on 
imports begin on 1st January 2022 and physical checks on 
imported goods begin on 1st July 2022.Key areas at risk of 
disruption are:•At Newhaven Port and on the surrounding road 
network due to new port checks.•In business and economic 
activity, due to import/export administrative complexities for 
Small and Medium-sized Enterprises, supply chain disruption, 
impact of trade tariffs on consumer purchasing power, and 
workforce supply.•The COVID-19 pandemic response and local 
outbreak management. E.G., through disrupting international 
supply chains for Personal Protective Equipment, and •Delivery 
of Council Services. 

R  

The risks have reduced with the revised implementation dates 
for import checks in January 2022 and July 2022. HGV traffic 
remains slightly lower than usual at Newhaven and East 
Sussex County Council continues to monitor the situation at 
Newhaven and is ready to react, should disruption look 
likely.Many of the key areas at risk of disruption are already on 
the Strategic risk register (COVID-19 response, Local 
Economic Growth) or departmental risk registers and are 
subject to business as usual risk and business continuity 
management.The Trading Standards team is working with 
Environmental Health colleagues and UK Border Force (UKBF) 
to smooth the impact of Government border policy on the 
capacity required to support new border enforcement 
arrangements at Newhaven Port. Provision of facilities at the 
port has been arranged and memoranda of understanding 
drawn up to facilitate effective joint working with UKBF. A 
recent successful pilot operation took place at Newhaven Port 
to test our operational plans and provided valuable intelligence 
on products being imported. Planning will also be informed by 
the Government Protocol and Border Group, of which the 
Director of Communities, Economy and Transport is a member. 
These relationships will continue until the newly revised import 
check dates and will then be reviewed again.Close working 
continues with the Sussex Chamber of Commerce to ensure 
clear advice is provided to Small and Medium Size enterprises 
engaged in import/export activity. Impacts on the local economy 
are monitored through Business East Sussex, although this is 
complex because of the challenge of disentangling COVID and 
Brexit impacts.The Sussex Resilience Forum has run exercises 
to support multi-agency emergency planning for the 
implications of additional border controls.The Chief Executive is 
a representative for the South East on the Department for 
Levelling Up, Housing and Communities group of nine regional 
chief executives, which provides a direct channel of 
communication into the Ministry on local and regional issues 
emerging from the end of the transition period. 
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LOCAL ECONOMIC GROWTH 
Failure to deliver local economic growth, and failure to 
maximise opportunities afforded by Government proposal to 
allocate Local Growth Funding to South East Local Enterprise 
Partnership, creating adverse reputational and financial 
impacts. 

A  

The County Council and its partners have been successful in 
securing significant amounts of growth funding totalling £129m, 
via both the South East and Coast 2 Capital Local Enterprise 
Partnerships, to deliver a wide range of infrastructure projects 
in East Sussex. We have also secured outgoing European 
Funding (EU) for complementary economic development 
programmes supporting businesses to grow, including: South 
East Business Boost (SEBB); Low Carbon across the South 
East (LoCASE); TRANSFORM Apprenticeships; South East 
Creative, Cultural & Digital Support Programme (SECCADS); 
and inward investment services for the county. We have 
continued to bid for further EU funding on the above projects 
and have secured over £4m of investments to be delivered from 
April 2020 for a further 3 years. 
 
Government issued a funding call in mid-June 2020 through the 
Getting Building Fund programme for pipeline projects to create 
jobs and deliver over the next 18 months, with East Sussex 
securing £11.2m on 8 projects in late July. All 8 projects were 
approved by SELEP in October/November, and we are now 
confirming their grant agreements, with several commencing 
delivery. Unfortunately, the Fast Track business solutions, 
Hastings has had to return the monies allocated to SELEP. 
However, we have been able to have two further projects 
allocated to the pipeline amounting to £300k, with East Sussex 
now delivering on £8m on 9 projects. 
 
We have been actively working with partners in developing 
projects and submitting proposals to a number of recent funds, 
including: the Green Homes Fund (secured a further £1m); 
Future High Streets (secured £5m); Stronger Towns Fund 
(Hastings awarded £24.3m and Lewes awarded £19.3m); 
Levelling Up Fund bids (awarded £40m see below); the SELEP 
COVID-19 Skills and Business Support Fund (secured £500k) 
and the Local Skills Improvement Plan (LSIP) for Sussex. 
 
The COVID-19 outbreak in early March 2020 is seemingly 
changing the funding landscape, and alongside the impacts of 
leaving the European Union, is having an impact on major 
funding decisions from Government. 
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We officially launched in September 2020 the East Sussex 
Economy Recovery Plan, called ‘East Sussex Reset’. The plan 
identifies deliverable actions in the short term, alongside more 
aspirational asks, and has already aligned and secured new 
monies totalling £170m investment into East Sussex. It has and 
will continue to be an important bidding document to 
Government and into the SELEP, with the new SELEP 
Recovery and Renewal Strategy approved in March 2021. Both 
documents will look at ways to address the recent Government 
policy and Budget announcements (27 October 2021), that 
have a clear focus on the green revolution (net zero carbon 
reduction); the allocation of the new £4bn Levelling Up Fund 
(LUF); and the delivery of the new one year £220m UK 
Community Renewal Fund pilot (UKCRF), which is a precursor 
to the larger UK Shared Prosperity Fund officially launching in 
2022 once the Levelling Up White Paper is released over 
coming months. The prospectuses for LUF and UKCRF were 
launched in March 2021.  
 
As a result, East Sussex County Council (ESCC) was the lead 
authority responsible for co-ordinating and appraising bids to 
the UKCRF. We provided our submission on 18 June 2021 and 
the outcome was received on 3 Nov 2021. ESCC secured 
£2.5m on 5 projects to be delivered by June 2022. ESCC is 
now responsible for overseeing the implementation and 
delivery. 
 
On the LUF, ESCC submitted a transport package for Exceat 
Bridge of £8m, while four of the local Borough and District 
Councils (except Hastings) submitted in June major capital 
funding bids under this first round for town centre/regeneration 
and cultural investment. Outcomes were announced on 27 
October 2021, with the following awarded monies: Exceat 
Bridge (£8m), Eastbourne (£19.8m) and Lewes (£12.6m) all to 
be delivered by March 2024. The other Borough and Districts 
were unsuccessful and will apply under Round 2 in 2022. 
Business cases now need to be worked on for the 
implementation of projects. 
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Report to: Audit Committee 
 

Date of meeting: 
 

29 March 2022 

By: Chief Operating Officer  
 

Title: Audit Committee MBOS Sub Group 
 

Purpose: To provide an update to the Audit Committee of the MBOS Sub 
Group’s first meeting 

 

 

RECOMMENDATIONS 

1)  The Committee is asked to note that the Committee’s MBOS Sub-Group has 
commenced its regular review of the Council’s Modernising Back Office Systems 
(MBOS) programme. 

 

1 Background 

1.1 The Committee will recall that, at its meeting in September 2021, it approved the 
establishment of a Sub-Group to provide oversight of progress with the Modernising Back 
Office Systems (MBOS) programme, seeking assurance that the programme is 
performing to time, quality and budget.  

 
1.2 The MBOS Programme was established by the County Council in 2019. Prompted by the 

expected expiry of support for the Council’s existing Enterprise Resource Planning (ERP) 
software, SAP, the vision for MBOS is ‘to implement a suite of back-office systems that 
best meet the current and future needs of the Council and which provides optimal return 
on investment’. 

 

2 Supporting information 

 Work of the Sub-Group 

2.1 The Sub-Group met for the first time in February 2022 and a note of the meeting is attached 
at Appendix 1. The focus of the meeting was on the objectives of the programme and the 
way that it has been set up and is being managed, including governance, programme 
management and budget.  

 
2.2 The Sub-Group will continue to meet regularly with representatives from the Programme, 

and future meetings are being scheduled in 2022 for May, August and November.  
 

3. Conclusion and reasons for recommendations  

3.1 The Committee is asked to note that the Committee’s MBOS Sub-Group has commenced 
its regular review of the Council’s Modernising Back Office Systems (MBOS) programme. 

 

PHIL HALL 
Chief Operating Officer 

Tel. No. 07857 655532 
Email: phil.hall@eastsussex.gov.uk  
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AUDIT COMMITTEE 

MBOS (MANAGING BACK-OFFICE SUPPORT) SUB GROUP  

3 February 2022  

 

ATTENDEES: Councillors Colin Swansborough, Gerard Fox, Matthew Beaver  

 

Officers in attendance:  

Phil Hall, Chief Operating Officer  

Ian Gutsell, Chief Finance Officer  

Graham Forsdyke, MBOS Programme Manager  

Mark Winton, Audit Manager 

 

1. SELECTION OF CHAIR 

1.1 Councillor Colin Swansborough was chosen to chair the Sub Group.    

 

2. MBOS PROGRAMME UPDATE 

2.1 MBOS is key council programme and project which needs to be got right.  The 

project has a 10 year lifetime, and affects our core finance, HR, and procurement systems, 

and will impact every member of staff.  The previous system (SAP) was last replaced in 

2005.  The MBOS Sub Group is part of the investment in programme management to deliver 

the project successfully, and is key to assurance.   

2.2 Graham Forsdyke, the MBOS Programme Manager, explained that Finance, HR, 

Recruitment and payroll systems are being replaced as SAP R3 (the Council’s current 

system) is being taken out of mainstream support.  The MBOS programme is designed to 

provide a replacement at a pace we are comfortable with, with manageable impacts.   The 

principle is of replacing like for like systems, not going for unproven technology: the age 

difference in systems has naturally upgraded some systems.  Satellite systems, such as 

Tribepad for recruitment, will be replaced with an integrated module within the new 

Operating System, which will be more efficient. 

2.3 The governance structure is based on functional capability, with functional boards 

and sponsorship from the senior officer team, notably Ian Gutsell and Sarah Mainwaring.  

There is some cross functional working to avoid silos.  The technical design team ensure the 

programme is aligned to our IT architecture, not storing up technical debt or problems for the 

future.   

Page 195



2.4  The Programme Board is key in covering functional and cross-functional work, and 

making the decisions.  The Board is supported by Programme Management Team.  The 

Board is made up of internal officers, while the Programme Management Team are not 

council employees.   As the project is not routine work, the Council bought in expertise, to 

get the best people in to do specialist work.   

2.5 Following evaluation and demonstrations there was universal agreement that Oracle 

was the preferred choice on delivery of functionality, the intuitive look and feel and built in 

training mechanisms, and the contract was approved by the Lead Member for Resources 

and Climate Change.  Oracle Fusion is a highly rated ERP which ESCC has bought as a 

cloud service on Oracle-owned and run infrastructure.  Upgrades will be delivered to us 

regularly, which will maintain suitability and maintain the life of the programme.  Infosys act 

as the implementation partner, ensuring that our requirements are covered.  

2.6 An iterative discovery and design process is being used, with the initial build and 

conference room pilot.  The developers have built the ESCC processes into the Oracle base 

system, and are now running 40 sessions where they take a process to demonstrate to 

viewers how It works, working through the process and getting feedback to hone the design.  

The final design is rigorously tested before user acceptance testing to ensure it is fit for our 

purposes.  There are three months of hyper care and Oracle are on hand at change over 

and first use of new system.  

2.7 The general range of other ERP replacement programmes is in the £10-15m range.  

Most of the costs are time-related, with external resources used as ESCC lacked expertise.  

The key risks of costs and time duration are closely linked, but ESCC is within the expected 

costs window.  The Chair requested clarity on the major spend on small number of items.  

The Programme Manager explained that backfilling staff to act as key Subject Matter 

Experts (SME) who worked on MBOS 100% was counted as an internal delivery cost.  Phil 

Hall confirmed the lessons learned from a helpful Internal Audit, which has led to changes of 

programme management and governance processes, with the Board having much greater 

oversight.  

2.8  Councillor Fox requested the cost table be updated in real time, to see trends and 

actual outturn, in order to get ahead of the curve to avoid running out of time.  He also 

requested that the key risks be ranked and updated.   

2.9  In response to a query from the Chair, Mark Winton agreed to provide the original 

Internal Audit report set out in para 2.7 above and the follow-up, as they demonstrate the 

opportunity to make improvements which were acted on by the Programme Board.  

2.10  Councillor Beaver enquired about the backup, should there be a system failure on 

day one and the Worst Case Scenario.  The Programme Manager explained that should 

Oracle fail on Day 1 it would be turned off, and turn SAP back on and let SAP continue.  This 

would take day or so to do, to repoint satellite systems back to SAP.  The aim is to start at 

the beginning of the month for go-live, to protect payroll.  There will be hours of pre-release 

running, often at the weekend before releasing the programme to the organisation.   

2.11 The Sub Group AGREED to convene three meetings, in May, August and November, 

to fit in with key programme steps.     
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Audit Committee   

Audit Committee – Work Programme 

 

List of Suggested Potential Future Work Topics 

Issue Detail Meeting Date 

   

Audit Committee Working Groups 

Working Group Title Subject area Meeting Dates 

Modernising Back Office Systems 

(MBOS) Sub Group  

Oversight of the MBOS programme  3 February 2022 

Training and Development 

Title of Training/Briefing Detail Date 

   

 

Future Committee Agenda Items Author 

8 July 2022  

Assessment of 
the Corporate 
Governance 
Framework and 
Annual 

Sets out an assessment of the effectiveness of the Council’s governance arrangements 
and includes an improvement plan for the coming year, and the annual governance 
statement (AGS) which will form part of the statement of accounts. 

Philip Baker, 
Assistant Chief 
Executive 
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Audit Committee   

Governance 
Statement for 
2021/22 
 

Internal Audit 
Services Annual 
Report and 
Opinion 2021/22 

 

An overall opinion on the Council’s framework of internal control, summarises the main 
audit findings and performance against key indicators (includes Internal Audit Progress 
reports – Quarter 4, 2021/22, (01/01/22 – 31/03/22). 

Nigel Chilcott, 
Audit 
Manager/Russell 
Banks, Chief 
Internal Auditor 

Strategic Risk 
Monitoring 

Strategic risk monitoring report – Quarter 4, 2021/22 (01/01/22 – 31/03/22) 

Phil Hall, Chief 
Operating Officer / 
Ian Gutsell, Chief 
Finance Officer 

Committee Work 
Programme 

Discussion of the future reports, agenda items and other work to be undertaken by the 
Committee. 

Democratic 
Services Officer 
 

23 September 2022 

Review of Annual 
Governance 
Report & 2021/22 
Statement of 
Accounts 

Report of the external auditors following their audit of the Council’s statutory accounts. It 
allows the committee to review the issues raised and assess the management 
response. 

External Auditors/ 
Ian Gutsell, Chief 
Finance Officer 

Review of Annual 
Pension Fund 
Governance 
Report & 2021/22 
Statement of 
Accounts 

Report of the external auditors following their audit of the Pension Fund. It allows the 
committee to review the issues raised and assess the management response. 

External Auditors/ 
Ian Gutsell, Chief 
Finance Officer  

Internal Audit 
Progress Report 

Internal Audit Progress report – Quarter 1, 2022/23 (01/04/22 – 30/06/22) 

Nigel Chilcott, 
Audit 
Manager/Russell 
Banks, Chief 
Internal Auditor 

Strategic Risk 
Management  

Strategic risk monitoring report – Quarter 1, 2022/23 (01/04/22 – 30/06/22) 
Phil Hall, Chief 
Operating Officer / 
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Audit Committee   

Ian Gutsell, Chief 
Finance Officer 

Committee Work 
Programme 

Discussion of the future reports, agenda items and other work to be undertaken by the 
Committee. 

Democratic 
Services Officer 
 

18 November 2022 

Internal Audit 
Progress Report 

Internal Audit Progress report – Quarter 2, 2022/3 (01/07/22 – 30/09/22) 

Nigel Chilcott, 
Audit 
Manager/Russell 
Banks, Chief 
Internal Auditor 
 

Treasury 
Management 

To consider a report on the review of Treasury Management performance for 2021/22 
and for outturn for the first six months of 2022/3, including the economic factors affecting 
performance, the Prudential Indicators and compliance with the limits set within the 
Treasury Management Strategy before it is presented to Cabinet. 

Ian Gutsell, Chief 
Finance Officer  

Property Asset 
Disposal and 
Investment 
Strategy 

Consideration of an annual report on the implementation of the Property Asset Disposal 
and Investment Strategy. 

Nigel Brown, AD 
Property   

Committee Work 
Programme 

Discussion of the future reports, agenda items and other work to be undertaken by the 
Committee. 

Democratic 
Services Officer 

March 2023  

External Audit 
Plan 2022/23 

This report sets out in detail the work to be carried out by the Council’s External Auditors 
on the Council’s accounts for the financial year 2022/23. 

Ian Gutsell, Chief 
Finance Officer & 
External Auditors 

External Audit 
Plan for East 
Sussex Pension 
Fund 2022/23 

To consider and comment upon the External Audit Plan for the East Sussex Pension 
Fund for the financial year 2022/23. 

Ian Gutsell, Chief 
Finance Officer & 
External Auditors 

Internal Audit 
Strategy and Plan  

Consideration of the Internal Audit Strategy and Plan for 2023/24 

Russell Banks, 
Chief Internal 
Auditor/ Nigel 
Chilcott, Audit 
Manager 
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Audit Committee   

Annual Audit 
Letter 

To consider the Annual Audit letter and fee update from the External Auditor 
Ian Gutsell, Chief 
Finance Officer 

Internal Audit 
Progress Report 

Internal Audit Progress report – Quarter 3, 2022/23 (01/10/22 – 31/12/22) 

Nigel Chilcott, 
Audit 
Manager/Russell 
Banks, Chief 
Internal Auditor 

 

Strategic Risk 
Monitoring 

Strategic risk monitoring report – Quarter 3, 2022/23 (01/10/22 – 31/12/22) 

Chief Operating 
Officer / Ian 
Gutsell, Chief 
Finance Officer   

Committee Work 
Programme 

Discussion of the future reports, agenda items and other work to be undertaken by the 
Committee. 

 

Democratic 
Services Officer 
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